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Abstract: This study was conducted and aimed to improve email security
against phishing attacks through user behavior analysis and data loss
prevention (DLP). Phishing attacks pose a significant threat to the protection
of user information and privacy, especially for individuals who are less aware
of phishing emails. Their vulnerability to such attacks not only compromises
their own security but also poses a great risk to the company. This can result
in huge financial losses. Thus, there is an urgent need to improve security
measures for users and systems. This study will use the NIST Cybersecurity
Framework 2.0. This framework provides a structured approach to identifying
and analyzing user behavior. Then an assessment of the phishing simulation
is carried out to pay attention to users who are vulnerable to phishing attacks.
After assessing the phishing email, the DLP configuration is determined for
preventive measures. The following are the core functions of CSF as a
framework that will be used: Based on the phishing simulation conducted, the
pattern is almost the same, displaying the sender's email domain that is very
similar to the original. Employees are usually easily trapped if they do notread
the domain carefully and immediately follow the instructions in the email
body. Phishing emails typically have a business context and are assumed to be
sent by a trusted person, such as a supervisor, a colleague from the same
department, or a different department. User behavior analysis is key to
identifying vulnerabilities to phishing attacks. Understanding how users
interact with emails can help develop effective mitigation strategies.
Implementing DLP as a layer of defense can proactively detect and prevent
phishing emails from reaching users’ inboxes. Proper DLP configuration is
critical to a successful implementation. User education and training are critical
components to raising awareness of phishing threats. Equipping users with
the skills to recognize and avoid phishing attacks can significantly reduce an
organization’s vulnerability.
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Introduction

Continuous phishing attacks pose a serious threat to
information security and user privacy (Alsharnouby et
al., 2015). Therefore, it is very important to take effective
measures to address the problem of user behavior in
response to phishing emails (Shahbaznezhad et al., 2021;
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Dawkins & Jacobs, 2023). This research proposal aims to
improve email security against phishing attacks through
user behavior analysis and data loss prevention (DLP)
(Liu & Kuhn, 2010; Yadav & Gupta, 2023).

This project has the primary goal of identifying user
behavior patterns that indicate vulnerability to phishing
attacks through analysis of user behavior and email
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interactions (Shahbaznezhad et al., 2021). Additionally,
using DLP policies that act as an important line of
defense against malicious emails, it also detects and
filters phishing emails before they reach the user's
inboxes (Alsharnouby et al., 2015; Steves et al., 2020;
Wiranata et al., 2024).

To achieve the goals of this project, a structured
approach will be taken to manage and deal with cyber
security threats and risks, through the NIST
Cybersecurity Framework. This framework has core
functions that will guide our discussion and
implementation of DLP policies (Mansikka, 2023). It
consists of govern, identification, protection, detection,
response and recovery (Moore, 2024). This research also
includes initiatives in the form of campaigns, education
and socialization to target user awareness. So that later
it can increase user awareness of phishing attacks and
improve the organization's overall security posture
(Wang et al., 2020; ISO/IEC, 2018; Li et al., 2019).

In conclusion, this project proposal addresses the
critical need for enhancing email security against
phishing attacks through user behavior analysis and
DLP. By implementing effective  measures,
organizations can proactively mitigate the risks
associated with phishing attempts and improve their
overall security posture (Senapati et al., 2023). The
objective of this research is to make a contribution to the
field of cybersecurity by providing valuable insights
complemented by practical solutions to combat phishing
attacks (Kapoor, 2024).

Requirements

In this project, the security goals are: Decreased the
chance of phishing attacks on email, basically due to
vulnerable and unsafe user behavior; Enhance
organizational security and ensure compliance with
DLP privacy regulations, which are instituted to uphold
data security standards; Increased user mindfulness of
phishing attacks and the preventive measures to be
taken.

In order to achieve the outlined security goals
effectively, it is essential to ensure that the necessary
requirements are met to support the successful
implementation of this project (Wendy, 2024). The
requirements are: Phishing Simulation Tools, Tools to
conduct phishing simulations and evaluate user
responses. The simulations should include various types
of phishing attacks to test user vulnerability and
measure the effectiveness of the training and DLP
policies implemented (Chaganti et al., 2022); Data Loss
Prevention Implementation, Implementation of DLP
systems to identify, monitor, and protect sensitive data
from unauthorized access, transmission, or disclosure.
The DLP system must filter and detect phishing emails
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before they reach user inboxes; User Training Platforms,
Platforms for conducting training sessions and
awareness programs for users to recognize and avoid
phishing attacks (Abid, 2020). Incident Management and
Recovery Systems, Systems for managing phishing
incidents, including reporting and handling complaints
effectively. These systems should also support recovery
efforts, such as restoring compromised accounts and
evaluating the entire system for security breaches or
ongoing threats (Kovaiteé et al., 2020; Firdaus et al., 2023).

Problem Statement

Phishing attacks bring significant threats to
information protection and user privacy, particularly for
individuals lacking awareness of phishing emails. Their
susceptibility to such attacks not only harms their own
security but also poses substantial risks to the company.
This can result in extensive financial losses (Omodara,
2022). Thus, there is a pressing need to enhance security
measures for both users and systems (Leo et al., 2019;
Saunders et al., 2021).

Method

Framework

This research will use the NIST Cybersecurity
Framework 2.0. This framework provides a structured
approach to identify and analyze user behavior. Then an
assessment of the phishing simulation is carried out to
pay attention to users who are vulnerable to phishing
attacks (Ahmed et al., 2023). After assessing phishing
emails, the DLP configuration is determined for
preventive measures (Marcillo-Delgado et al., 2022). The
following are the core functions of CSF as a framework
that will be used.

The following are the parameters used in
implementing the Cybersecurity Framework (Jaeger et

al., 2021).
oo"a % _
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Figure 1. CSF's core function is as a framework

DETECT

The following are the parameters used in
implementing the Cybersecurity Framework.
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Figure 2. Parameters in the implementation of the Cybersecurity Framework

Identify the Business Context

At this stage, carry out an analysis that phishing
attacks are very dangerous. So, it is necessary to increase
user awareness about the importance of keeping
sensitive data safe from phishing attacks; Collect user
behavior data related to email, such as interaction
patterns in email, habits in opening or downloading
attached files, and tendencies in opening unsafe links;
Assess the scoring of phishing simulations conducted to
increase user awareness.

Risk Assessment

Analyzing the potential risk of users falling victim
to phishing attacks with scoring of phishing email.
Successful phishing not only causes great losses to the
individual, but also poses a great threat to the entire
organization.

Development of Security Plan

Various actions to mitigate phishing attacks can be
taken based on the results of the risk assessment in the
previous stage, including: User awareness with
providing appropriate training and education to
employees to recognize and avoid phishing; and
Technical control with implementing the necessary DLP
configurations to filter and detect phishing attacks on

incoming emails.

=1

oog

Implementation and Operationalization

Establishing the DLP configuration as an
implemented countermeasure. This DLP serves as an
early warning for users; and Evaluate the application of
the specified (DLP) configuration.

Incident Management

Incident management is needed when a phishing
attack occurs and results in victims, it is mandatory to
have a complaint service with the aim of stopping the
spread of phishing attacks effectively and efficiently
(Shahbaznezhad et al., 2021).

Incident Recovery Plan Execution

At the recovery stage, propose formal efforts to
recover the accounts of users affected by phishing, then
carry out a thorough evaluation of the entire system to
guarantee and ensure that there are no security breaches
or potential ongoing threats (Isaura et al., 2020).

Design and Prototype

In the execution of this project, a comprehensive
plan for testing is essential. Consequently, this project
includes the following design and prototype details
(Emenike, 2021).

gy E=~ B — a—0

DALF implementation

Phishing
simulaticn

Helpdesk 24T Evaluation

Figure 3. Design and prototype
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Phishing Simulation

The purpose of this phishing simulation is to
analyze the behavior patterns of users who fall for
phishing attacks. The simulation will utilize a variety of
phishing emails, each with different types of messages.
As part of this project, two rounds of phishing
simulations will be conducted, targeting all 14,020
employees (Kintonova et al., 2021).

DLP Configuration Testing

The DLP configuration testing is designed to
evaluate the viability of deploying DLP on the office
server as a proactive measure against phishing emails
targeting employees. This entails configuring filters on a
local VPS to serve as criteria for blocking incoming
emails (Steves et al., 2020).

Training Awareness

Awareness training will be provided to all
employees, with specialized sessions for those who were
trapped to phishing simulations. This approach aims to
increase overall employee awareness and vigilance
against phishing emails (Hassib & Shires, 2024).

DLP Implementation

Table 1. Timeline
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The implementation of DLP will be carried out in
the office environment, adhering to the configurations
that were successfully tested earlier (Syarova et al.,
2024).

Helpdesk 24/7

The help desk is established to provide a dedicated
complaint service for employees who trapped to
phishing attacks. It operates 24/7, ensuring prompt
assistance and effective mitigation measures to address
phishing incidents (Beyer, 2023).

Evaluation

The evaluation phase involves regular monitoring
and assessment of DLP performance, along with
monthly reviews of employee awareness levels. This
ongoing process aims to continually improve security
performance and ensure high-quality outcomes
(Liesnaia & Malakhov, 2023).

Timeline

This project adheres to a carefully structured
timeline for its execution. Following discussions with
key stakeholders within the office, the timeline has been
refined and updated as follows.

Activi March April May June July
ctivi
¥ w2 W3 w4 W1 W2 W3 W4 W1 w2 W3 W4 W1 W2 W3 W4 W1 W2 W3 W4
Identify the
business context
Risk assessment
Development of a
security plan
Implementation
and
operationalization
Incident
management
Incident recovery
plan execution
Result and Discussion
Risk Analysis
Risk Assessment
Before conducting the testing, a self-risk assessment ~ Table 2. Impact score table
is performed to determine the magnitude of risks Score Definition
associated with this project (Domnik & Holland, 2024). 1 Minimal financial impact, no operational disruptions.
) ) 2 Minor financial impact, minor operational disruptions.
Threat Identification . . . .
Th in threat identified in hi oct is phishi 3 Moderate financial impact, minor reputational
€ me}m reat1 en. led mn this projec ]Sp 1shing damage, and manageable operational disruptions.
attacks, which can result in the leakage of sensitive data, 4 Significant financial impact, serious reputational
vulnerability to malware attacks, and financial losses. damage and major operational disruptions.
These threats can occur due to user behaviors that are 5 Major financial impact, severe reputational damage

vulnerable to phishing attacks and a lack of effective
security measures (Adeyeri & Abroshan, 2024).

and total operational failure.
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Table 3. Likelihood score table Table 2 shows the impact score, and Table 3 shows
Score Definition ~ likelihood score, and Figure 4 shows risk score to
1 Once every year determine the level of risk indicators presents in this
’ Once every semester project. These indicators are determined based on the
methods outlined in ISO 27005 (ISO/IEC, 2018).
3 Once every quarter
4 Once every month
5 Twice every month

High 5 Indicator Value
Moderat .
oderate 4 High =20
2 to High
g
= |Moderate 3 Moderate to High |11 to 20
=
a
Low to
Moderate 2 Moderate 81010
Low 1 Low to Moderate |4 to 7
1 2 3 4 5 Low <4
Low to Moderate
Low Moderat High
o Moderate oderate to High &
Impact

Figure 4. Risk score

After determining the scores for the risk assessment, =~ with a treatment plan to mitigate risky actions and the
here is a list of potential risks and the evaluations, along  expected reduction in risk levels (Khanna, 2024).

Risk Mapping

0
0

Likelihood
[

3 4

n

Impact

Figure 5. Risk mapping current and expected
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Table 4. Risk analysis and treatment plan
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Activity Risk Impact  Likelihood Impact - Likelihood Inherfent Risk score Treatment EX pected
core score risk plan  risk level
People Using tools to Users are  Data breach High, 5 4 20 High Increase the Moderate
conduct unable to and financial  especially if frequency of to high
phishing recognize loss. users are not phishing
simulations phishing well-trained. simulations.
and evaluate emails.
user
responses.
Conducting  Users remain An Moderate, if 4 3 12 Moderate Provide Moderate
training and unaware of unauthorized training is to high feedback
awareness phishing access ineffective or and monitor
campaigns to  despite being not ongoing. employee
recognize and trained. performanc
avoid e during
phishing training.
attacks.
Process Monitoring Failure to Undetected Moderate, 4 4 16 Moderate Implement Moderate
and detection detect intrusioninto  depending to high automatic to high
process of phishing the on the detection
cyber attacks. attacks. company’s effectiveness systems.
system, of the
resultingin ~ monitoring
significant and response
data loss. system in
place.
Testing the Configuration Failure of Moderate, 3 3 9 Moderate Test the Low to
configuration failure. email  depending latestand moderate
of DLP (Data filtration on the most
Loss allowing volume of updated
Prevention). phishing incoming DLP (Data
emails into emails. Loss
the inbox. Prevention)
scenarios.
Technology Implementing DLP failure to Malware Moderate, 4 3 12 Moderate Regularly Moderate
DLP system detect spreadand  depending to high updated,
to detect and phishing unauthorized on the monitor,
protect emails. access. configuration and
sensitive data. and maintain
monitoring installed
implemented systems.
Scoring Phishing Simulation simulation  assessments based on pre-defined

Prior to conducting a phishing simulation to

evaluate its difficulty level, a scoring system is applied
to the emails that will be sent to all employees (Adeyeri
& Abroshan, 2024). The phishing scoring involves
several stages, which are outlined below.

Flowchart Scoring Phishing Simulation Framework
1From the above flowchart, several stages can be
conducted as: Identification of Suspected Emails, Collect
the emails containing phishing attempts for scoring
purposes; Phishing Indicator List, Analyzed the key
performance metrics detailed in the email against the
relevant industry standards outlined in the NIST
guidelines; Choose the Premise Alignment Element,
This section will provide a detailed examination of the
key premise elements referenced in the NIST standards
and how these assessments can be adapted and
implemented effectively in an office environment;
Assessment and Categorization, Conduct phishing

parameters; Interpreting Results, Compile the findings
from the phishing simulation assessment.

The scoring of this phishing simulation is conducted
in the sequence described in the diagram above. Next,
the phishing scoring is carried out using the following
defined parameters (Nayak et al., 2024). The assessment
of phishing attacks in this research is carried out by
applying the scoring method to phishing simulations.
The scoring process is carried out on each phishing email
using Phish Scale parameters (Steves et al., 2020). For
example, the assessment of visual branding indicators is
seen from the presence or absence of an official logo and
format consistency that can be measured for format
suitability (Omotunde & Ahmed, 2023). Content
analysis is also carried out to assess several aspects such
as sentence structure, quality of message content, and
persuasive tricks (Nayak et al., 2024). Assessment is also
done on sender information based on the validity of the
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email address and display name. Links and URLs are
assessed based on their consistency and validity.
Meanwhile, attachments are assessed based on context
relevance and potential risk of phishing attacks
(Dawkins & Jacobs, 2023). The following assessment
parameters can be measured numerically according to
the specified cues (Khan et al., 2024).

Table 5. The following questions are answered with
"yes" or "'no". If “yes” then it has a value of 1 and “no”
has a value of 0

Cues Type Question
Technical Is the sender's name not associated with the
Indicators sender's email address, including the address
of the "reply-to"?

Is the domain name applied in the sender's

email address similar to a recognizable entity

domain?

Visual Are there any branding elements (texts or
Presentation logos) missing?
Indicators Does the design and format of the email look

unprofessional?

Language and Does the email lack common greetings, either
Content formal or informal greetings?
Does the email lack any kind of
personalization?

Does the message lack details about the
sender, such as sender or contact information?
Does the message look like a work- or
business-related process?

Does the message appear to come from a
friend, colleague, boss, other authority entity,
or other reputable entity of authority?

Common
Tactics

Part 2: Count the Total Number of Times the Following

Appear in the Email:

Errors

1. How many spelling mistakes are there in the email?

2. How many grammatical errors are there in the
email, including inappropriate plurals?

3. How many contradictions or inconsistencies are
there in the email?

Technical Indicators

1. How many potentially malicious attachments are
included in the email?

2. How many times does the text hide the actual URL
through a hyperlink?

3. How many links have a domain name similar to the
domain name of a recognizable entity?

Language and Content

1. How many times is legal language used within the
message, such as copyright information,
disclaimers, or tax information?

2. How many unnecessary aspects of detail are present
in the message?
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3. How many requests for sensitive information in the
email, including personally identifiable information
or credentials?

4. How many times does the email reveal time
pressure, including implied?

5. How many threats are included in the message,
including implied threats?

Common Tactics

1. How many requests does the email make to help
others?

2. How many times has the email offered something
too good to be true, such as winning a contest,
sweepstakes, free holiday, and so on?

3. Does it offer something personalized and
unexpected just for you?

4. How many times did the email offer something for
a limited time?

Following the completion of responses to
determined cues, where participants answer either "yes"
or "no," it becomes possible to calculate the quantity of
"yes" answers received (Dawkins & Jacobs, 2023). This
count of "yes" responses can serve as a determinant for
the phish scale, utilizing the specified parameters below
(Prince et al., 2024).

To determine its value, it is necessary to first define
the premise of the assessment within the email
simulation (Montano et al., 2024). This premise includes
the content in the email that will be used for phishing
(Steves et al., 2020). Here is the premise that will be
utilized in the assessment of phishing emails for this
research:

1. Imitate workplace processes or practices: this
element tries to capture the alignment of the premise
with a process or practice in the workplace for the
target audience.

2. Has relevance to the workplace: this element tries to
reflect the suitability of the premise to the target
audience.

3. Aligns with other situations or events, including
those outside the workplace gives the message a
sense of familiarity.

4. Raises concerns about the consequences of NOT
clicking: a stimulus that has the potential to cause
harm by not clicking increases the likelihood of
clicking.

5. Has been the subject of targeted training, specialized
warnings or other exposure: this element is intended
to reflect the effects of targeted training that would
lead to detection of the premise.

Once the available premise questions have been
answered, the corresponding ratings will be categorized
according to the following classifications (Steves et al.,
2020).
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Table 6. Phishing simulation scoring results
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Title Total Cues  Cues Category Premise Alignment  Premise Alignment Category Overall Scoring
Simulation 1 12 Some 26 Strong Very Difficult
Simulation 2 16 Many 28 Strong Very Difficult
Simulation 3 14 Some 20 Strong Very Difficult
Simulation 4 12 Some 22 Strong Very Difficult
Simulation 5 13 Some 14 Medium  Moderately Difficult

After scoring the types of emails to be used in the
simulation, the phishing simulations were conducted for
14,020 employees over two periods. A total of 119
employees fell for the phishing attempts twice in a row.

DLP Testing

In this DLP testing phase, a local VPS is utilized to
assess the delivery of phishing emails and to evaluate
the configurations designed to filter incoming phishing
emails (Aziz et al, 2022). In this testing, it will
implement several word filters and restrictions on
documents with specific extensions, such as .html, .exe,
and .apk (Marques, 2024). The word filters to be applied
are as follows: The results of the testing phase are as
follows: the simulation emails were promptly blocked as
SPAM.

LOCAL_RULE1 /password/i
LOCAL_RULE1 40.0
LOCAL_RULE2 /form/i
LOCAL_RULE2 40.0
LOCAL_RULE3 /email/i
LOCAL_RULE3 40.0
LOCAL_RULE4 /dokumen/i
LOCAL_RULE4 40.0
LOCAL_RULES /document/i
LOCAL_RULES 40.0
LOCAL_RULE6 Jcredit card/i
LOCAL_RULEG6 40.0
LOCAL_RULE7 /creditcard/i
LOCAL_RULE7 40.0
LOCAL_RULES /nomor hp/i
LOCAL_RULES 40.0
LOCAL_RULES /nomorhp/i

LOCAL_RULES 40.0

LOCAL_RULE10 /handphone/i
LOCAL_RULE10 40.0
LOCAL_RULE11 /data diri/i
LOCAL_RULE1l 40.0
LOCAL_RULE12 /datadiri/i
LOCAL_RULE12 40.0
LOCAL_RULE13 /formulir/di
LOCAL_RULE13 40.0
LOCAL_RULE14 /kode/i
LOCAL_RULE14 40.0
LOCAL_RULE15 /kode keamanan/i
LOCAL_RULE15 40.0
LOCAL_RULE1l6 LGELELRELYVA
LOCAL_RULE16 40.0
LOCAL_RULE17 /tautan/i
LOCAL_RULE17 40.0
LOCAL_RULE18 /aturan/i
LOCAL_RULE18 40.0

Figure 6. Simulation 1

Figure 7. Simulation 2

Figure 8. Simulation 3

Figure 9. Simulation 4

Figure 10. Simulation 5

Figure 11. simulation 6

The simulation results showed that all emails were
successfully bounced and did not reach the intended
inboxes (Kulkarni & Girish, 2024). The logs indicated
'‘Blocked SPAM ' for these emails.

Training Awareness

Following the simulation, a comprehensive
awareness training program was rolled out to enhance
employees' understanding of cybersecurity threats.
These training sessions were designed with interactive
quiz-based themes such as "Beware of Phishing," "The
Importance of Protecting Personal Data," and other
relevant security topics to engage employees and
reinforce key concepts.

To further solidify this initiative, an email blast
campaign was implemented, providing employees with
visually engaging infographics and clear explanations
regarding various cyber risks. These emails served as
periodic reminders to encourage proactive security
practices in daily operations.
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Additionally, as part of a continuous reinforcement
strategy, desktop wallpapers across all company devices
were regularly updated with cybersecurity awareness
messages. This ensured that every time an employee
accessed their workstation, they were reminded of best
practices for safeguarding company data. By integrating
these multiple layers of awareness, the organization
aimed to instill a culture of cybersecurity vigilance
across all levels (Shishodia & Nene, 2022). Employees
who have been caught by phishing simulations twice
consecutively will undergo training, including a post-
test (Vashishth et al., 2024).

Contribution on This Project

For this project, the author's contributions included:
conducting phishing simulation exercises; performing
data loss prevention (DLP) testing personal
environments; and developing post-test for employees
caught in the phishing tests.

Conclusion

Based on the phishing simulation that was
conducted, the pattern was almost the same, featuring a
sender email domain that closely resembled the original.
Employees are typically easily trapped if they do not
carefully read the domain and immediately follow the
instructions in the email body. Phishing emails usually
have a business context and are perceived as being sent
by a trusted person, such as a supervisor, a colleague
from the same division, or from a different division. User
behavior analysis is key to identifying vulnerabilities to
phishing attacks. Understanding user interaction
patterns with emails can help develop effective
mitigation strategies. Implementing DLP as a defense
layer can proactively detect and prevent phishing emails
from reaching users' inboxes. Proper DLP configuration
is crucial for successful implementation. User education
and training are vital components to increase awareness
of phishing threats. Equipping users with the skills to
recognize and avoid phishing attacks can significantly
reduce organizational vulnerability.
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