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Introduction

Abstract: The advancement of technology that continues to develop today can help
accelerate and simplify human work. Technological progress facilitates communication
without limitations of space and time. Easy internet access makes it easier to obtain
various types of information. However, the vast amount of information available online
can also lead to the spread of hoaxes and misinformation. This makes digital literacy
crucial for the public to distinguish between valid and invalid information. Social media,
as an easily accessible form of information technology, can serve as an educational
medium for promoting digital literacy. Social media as a model for digital literacy can
also be applied in science education by providing students with worksheets and asking
them to review information found on social media related to specific science topics. This
approach not only strengthens students’ digital literacy skills but also deepens their
understanding of scientific concepts by connecting them with real-world issues and
current information trends. The method used is descriptive qualitative, with data derived
from previous research conducted over the past ten years. The results show that digital
literacy is essential for communities in utilizing technology effectively. A high level of
digital literacy enables individuals to differentiate between accurate and inaccurate
information. The opportunities for using social media in digital literacy education
include enhanced collaborative communication, engagement and accessibility,
empowerment, lifelong learning, and the promotion of innovative educational practices.
The challenges, however, include limited access and resource constraints, barriers to
digital literacy, privacy and security concerns, and ethical and professional
considerations. These findings support the strategic integration of social media into
public education systems as a tool to enhance both scientific and digital literacy,
especially among youth.
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time into an automatic system that can run itself so that
it is more efficient in terms of time and cost. This can

The advancement of technology that continues to
develop today can help speed up and simplify human
work (Nair & Maria Sabastin, 2019). This technological
advancement can increase the efficiency of human work
so that it is easy to manage. Technological innovation
has revolutionized heavy work that requires costs and
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certainly increase work productivity (Berrell, 2020).
Technological advances can also help in the process of
human communication. Technology has become a
mediator in human communication, from printing
machines to internet networks. The digital changes that
are currently occurring allow for digital communication
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that can speed up the communication process and
change the way humans interact in their environment
(Entschew, 2021). Communication that used to be via
letter and telephone has now changed to a cellphone.
This cellphone can not only send written messages but
can also carry out two-way communication in real-time
via voice calls or even video calls (Mindel et al., 2024).

Social media is an online media that can help make
it easier for users to communicate with others without
any distance and time constraints. This social media has
various features that can not only be used as a
communication tool but also as a digital learning
medium (Martoredjo, 2023). Various information can
now be easily accessed through social media or via the
internet; for example, to follow information about
politics, society, and or even education, someone only
needs to type in certain keywords, and the information
will appear, not only one piece of information but a lot
of information will be found from various sources
(gimové et al, 2021). Humans, both young and old,
widely use social media because it allows users to not
only consume information but also participate in
creating, commenting on, and distributing various
content in various formats, both text, images, audio, or
video (Prayitno et al., 2021).

Digital literacy is also related to scientific literacy,
where both of these literacies require critical thinking,
problem solving, and the ability to analyze and interpret
information. Digital literacy skills, such as evaluating
information and using digital tools are essential for
conducting scientific research and understanding
scientific data (Son & Ha, 2025). Digital literacy can
empower individuals to access and engage with
scientific ~ information, participate in scientific
discussions, and make decisions based on scientific
evidence (Dasi¢ et al., 2024; Demirbag & Bahcivan, 2021).
This is important in a digital world where information is
abundant and not always reliable. Digital literacy skills
can be developed through student worksheets to
analyze various information from social media on
certain learning topics. This approach not only
strengthens students’ digital literacy skills but also
deepens their understanding of scientific concepts by
connecting them with real-world issues and current
information trends (Demirbag & Bahcivan, 2021; Effendi
et al., 2021). The implementation of scientific literacy in
schools is in line with the four pillars of universal
education formulated by UNESCO there are learning to
know, learning to do, learning to be and learning to live.

However, in addition to the advantages of social
medjia, there are certain challenges in using social media.
The large amount of information on social media can
cause the spread of hoax news or misinformation. This
makes it necessary to have education related to digital
literature to prevent the spread of hoax information or
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misinformation so that people will use social media
more productively and not easily believe or be
influenced by hoax news and misinformation. Not only
related to the nature of responding to hoax news and
misinformation, but also to provide education so as not
to spread hoax news or misinformation to others. So, the
title of this study is " Challenges and Opportunities in
the Use of Social Media in Building Digital Literacy as
Public Education".

Method
The research method wused in this study is
qualitative, with a systematic literature review

approach. This method is chosen because it allows the
researcher to explore and synthesize various
perspectives and findings from previous studies in order
to identify patterns, themes, and knowledge gaps
related to digital literacy and social media. A review of
existing literature is essential to provide a
comprehensive understanding of how the advantages of
digital literacy are perceived and utilized in the context
of social media across different populations and time
periods. This approach also helps map the trajectory of
research development and technological adaptation
over the last decade.

Research data were obtained through several
previous articles with similar research themes. Data
collection was conducted with the help of Publish or
Perish software by entering the keywords '"digital
literacy" and "social media" in the title words column, and
the word "advantages" in the keyword column. The
inclusion criteria in this study were: articles must be
open access, published between 2015 and 2025, and must
discuss the topics of digital literacy and social media.
The time range of ten years was selected to capture
recent developments and trends in technology use by
society. The exclusion criteria were: articles that are not
open access, published before 2015, or that do not
discuss both digital literacy and social media.

The articles obtained were then analyzed
qualitatively using a thematic analysis model. This
involves reading and re-reading the articles to identify
recurring patterns, themes, and constructs that emerge
across different studies. Thematic analysis was chosen
because it is flexible and well-suited to identifying
meanings and insights from qualitative data,
particularly in studies that synthesize findings from
diverse sources. The findings were then described
descriptively to highlight key insights, recurring
advantages, and contextual factors influencing digital
literacy through social media.
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Result

May 2025, Volume 11 Issue 5, 36-43

criteria. Namely, 4 articles were not open access, and 2
articles did not discuss digital literacy and social media,

The results of the analysis with Publish or Perish  leaving 17 articles to be analyzed. The results of the
produced 23 articles. Of the 23 articles, several articles ~ analysis of the 17 articles are as follows:
were included because they did not meet the inclusion

Table 1. Results of qualitative analysis of articles.

Author Regency Results

(Sarasvati & Siswadi, Klaten Digital literacy is important to filter information and content on social media.

2025) Digital literacy can prevent and overcome the spread of hoax news and provide
education related to the operation and use of efficient and effective technological
devices.

(Fatihah & Wicaksono, Tulungagung Digital literacy plays a role in shaping students' understanding of the limits of

2025) individuals who have a healthy mentality. The obstacle in digital literacy is the
large amount of information that comes from social media, which even contains
toxic positivity.

(Hidayah, 2024) Tulungagung Good digital literacy will also have a positive impact. For example, MSMEs can use
social media to promote products and communicate with buyers.

(Falenchia & East Java Every individual needs digital literacy skills so that they do not misuse social media

Sumardjijati, 2023) and understand the ethics of using social media.

(Sari & Prasetya, 2022) Jakarta Digital literacy among students in using social media at PKP JIS High School is
good, as proven by students' ability to use social media.

(Husna et al., 2023) North Socialization activities related to digital literacy are effective in increasing

Sumatra understanding of the use of digital technology in social media, namely in analyzing
hoax information.

(Kurnia & Cempaka, Bekasi Socialization activities through the media "Isi Piringku" can form students who are

2023) wise in using social media and smart in utilizing mass media and can explain the
obstacles and problems with social media content.

(Zonyfar et al., 2022) Karawang Good digital literacy will increase a deep understanding of good ethics in
communicating on social media. Literacy is not only needed on social media but
also in communicating in the surrounding environment.

(Ikrom & Nugraha, 2024) Bandung Providing interesting content on social media can increase public literacy because
if the content is interesting, many people will see it.

(Stefany, Stella, Nurbani, Medan Digital literacy is related to children's self-disclosure on social media. Students

2017) understand that opening themselves up on social media influences them, so it is
important for them to understand the features available on social medjia.

(Mona & Gasa, 2020) Jakarta Digital literacy skills are needed to filter out the negative things from social media
freedom as well as maximize social media space to get positive things and more
benefits.

(Meilinda et al., 2020) South Socialization activities regarding digital literacy need to be carried out among

Sumatra young people to encourage and influence their perceptions of social media
consumption and change their beliefs and behavior.

(Ajib et al., 2024) Subang Socialization of digital literacy regarding managing social media and the dangers
of hoax news on social media has a positive impact on students.

(Huda et al., 2024) Pasuruan Digital literacy assistance for the community has the potential to increase
community knowledge, skills, and empowerment in the use of digital technology.

(Subakti, 2022) Holy Social media as a medium for preaching requires mastery of digital literacy in its
applications in order to make social media the right medium for preaching

(Wono et al., 2020) Surabaya Good digital literacy will increase brand awareness, positively impact strategic
decision-making, and intensify the relationship between the company and
customers.

(Muannas & Mansyur, Makassar Digital literacy to combat hate speech does not just require using the critical

2020)

consuming, functional presuming, and critical presuming models; it also needs to
add moral value. The moral value model includes two indicators: ethical behavior
and motivational skills.

Discussion

digital literacy, users become proficient in using it.

Digital literacy is the skill of learning, searching, Digital literacy does not only involve skills in using
and utilizing all media in various forms. Through this  technology, communication, and information devices
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themselves. However, users must have the ability to
socialize wisely, have a critical and deeper attitude, and
inspire the general public to express opinions wisely and
responsibly (Nugraha, 2022).

Digital literacy is able to create various existing
orders in society with creative and critical mindsets and
views. Society is not easily fooled by provocative issues
that can become victims of false information or hoaxes
or victims of digital-based fraud. Society should be able
to understand every digital content whose credibility
and quality are guaranteed. Thus, the social and cultural
life of society will be more conducive and safer.
Achievement in building digital literacy is one indicator
of success in various fields of education and culture
(Suliyanta, 2020). The results of the analysis in Table 1
show that digital literacy is very much needed for
students or the community to increase the effectiveness
of the use of social media technology. Social media that
can connect with many people can be used as a medium
for promoting MSME products, a medium for
disseminating spiritual information, and a medium for
learning (Hidayah, 2024; Ikrom & Nugraha, 2024;
Meilinda et al, 2020). In digital literacy, the main
element is the ability to develop a mindset that allows
individuals to filter and manage information wisely and
emphasizes that individuals who have good digital
literacy can communicate effectively and responsibly
and have the ability to innovate. Therefore, the younger
generation must be able to adopt elements of digital
literacy to train themselves to become a generation that
thinks critically, is selective about information, utilizes
the internet well, and creates an innovation that can
improve digital literacy (Putri et al., 2024).

The ever-evolving digital technology creates
opportunities for the application of social media as a
medium for digital literacy for the community. Here are
some opportunities for the use of social media in
building digital literacy as science education for the

community:
1. Improved communication and collaboration
Social media can significantly = enhance

communication, resource accessibility, and community
building, transforming educational environments into
dynamic and interactive spaces (Gazi et al., 2024;
Madaki et al., 2025). It can also facilitate critical dialogue,
reflection, and access to multiple perspectives, thereby
enriching the learning experience (Fournier-Sylvester,
2020). This supports the science learning process because
social media can be a means to access the latest scientific
information, discuss science issues in everyday life, and
build a community of learners who actively support
each other. In addition, students can develop digital
science literacy through the practice of evaluating the
truth of scientific information circulating on social
media, such as claims about health, the environment,
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and technology. This interaction encourages critical and
reflective thinking skills, which are an important part of
the goals of science education. By using social media
wisely, teachers and students can expand the classroom
into an open dialogue space that is relevant to the real
world and contextual.

2. Increased engagement and accessibility

Social media can help facilitate the education
process and make learning more interesting because it
provides learning materials tailored to interests and
needs (Martoredjo, 2023; Zamir et al., 2024). Platforms
that can be used as educational media for the community
are Facebook, WhatsApp, Instagram, TikTok, and
YouTube (Samala et al.,, 2024). To apply this model,
teachers can provide students with worksheets to
analyze information about the science learning topic
being studied on social media, then students are asked
to find valid information as discussion material in class.

3. Empowerment and lifelong learning

Digital literacy enables people to create, access, and
share knowledge, leading to economic growth and
improved quality of life (Urquizo et al., 2020). Digital
media technologies and programs can help people who
have initiatives to develop various forms of literacy and
critical skills as lifelong learning (Arndt & Davis, 2010).
Digital literacy plays an important role in helping
students access valid scientific information, understand
complex concepts through interactive digital media, and
develop critical thinking and problem-solving skills. The
use of digital technology allows science learning to be
more contextual and relevant to real life, such as through
experimental simulations, visualization of scientific
phenomena, or online collaboration in science projects.
Thus, digital literacy not only enriches the science
learning experience but also strengthens students'
readiness to become lifelong learners who are able to
face the challenges of a technology in the world.

4. Innovative educational practices

Ever-evolving technology can be used as an
innovative, engaging learning medium and can enhance
the development of new pedagogical strategies (Willis &
Exley, 2022). New technologies such as VR and Al can
help create innovative learning ideas, thereby increasing
students' interest in learning and helping them
understand the concept of the material (Singha, 2023).
The use of technology in science learning can help
students understand and increase their interest in
learning related to the material being discussed. The use
of technology such as VR and Al can be used as a science
learning medium to demonstrate or visualize
something.
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Meanwhile, the challenges of using social media in
building digital literacy as science education for the
community are as follows:

1. Access limitations and resource constraints

Not all people understand technology, this causes
limitations in society to access information and digital
platforms due to inadequate ICT infrastructure and
limited resources (Warnars & Mursitama, 2024).
Unequal access to technology and internet connectivity
can hinder the effectiveness of social media in
educational environments (Madaki et al., 2025).

2. Barriers to digital literacy

There are significant barriers to digital literacy,
including educators’ competencies, skills, and
motivation to use digital technologies effectively
(Urquizo et al., 2020). The lack of digital literacy in the
community can have a negative impact. Namely, it can
lead to the spread of misinformation (Zamir et al., 2024).

3. Privacy and religious concerns

Privacy issues, identity theft, and exposure to
inappropriate content are major concerns when
integrating social media into educational contexts
(Madaki et al., 2025; Samala et al., 2024). Cyberbullying
and digital stress, especially among adolescents, are also
additional challenges that need to be addressed and
addressed (De Groote & Van Ouytsel, 2022).

4. Ethical and professional considerations

The integration of social media in education
requires careful consideration of ethics, professionalism,
and the quality of digital content (Brazil et al., 2023).
Some recommendations that can be made in
implementing social media as a medium for building
digital literacy in society are as follows:

1. Establishing clear social media policies and
guidelines can help reduce privacy and security
concerns (Madaki et al., 2025).

2. Regular training and capacity building for
communities on digital literacy and responsible use
of social media (Madaki et al., 2025; Urquizo et al.,
2020).

3. Strategic content management, namely by creating
and managing educational content strategically, can
increase the effectiveness of social media in
education (Madaki et al., 2025)

4. Continuous monitoring and evaluation of social
media integration in educational environments can
help address emerging challenges and help improve
outcomes (Madaki et al., 2025).

Social media opens up opportunities for young
Catholics to form virtual communities that transcend
geographical boundaries. These communities are not
only a place to share spiritual experiences but also to
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discuss challenges of daily life, such as relationships,
studies, and work (Vian, 2013). One such community can
serve as a case study for exploring how digital literacy
principles are applied in real contexts, including their
potential relevance to science education. For instance,
the digital literacy practices developed within Catholic
youth communities—such as awareness of digital
impact, ethical behavior online, and critical thinking —
can also be essential in navigating scientific information
on social media. In the context of science education,
these values help students evaluate scientific claims
(e.g., about climate change, vaccines, or health remedies)
with ethical and critical perspectives. This case shows
that spiritual communities can play a role in
strengthening digital literacy skills that are transferable
and beneficial for learning science. Integrating digital
ethics, critical analysis, and active participation into
science learning encourages students to become
responsible digital citizens who are scientifically literate
and socially aware. The following steps, adopted by
Catholic youth communities to build effective digital
engagement, can be considered as a model for
educational communities, including science education:
1. Defining community goals to focus on relevant
scientific or environmental issues
2. Choosing platforms that support interactive science
learning (e.g., discussion forums, learning apps)
3. Creating engaging content such as science explainer
videos, infographics, and discussion prompts
4. Encouraging student interaction and collaboration
5. Maintaining respectful and ethical digital dialogue in
science discussions
The five key principles of digital literacy found in
Catholic digital communities: awareness, ethics,
security, critical thinking, and active participation can
serve as a foundation for digital literacy in science
education, enabling students to navigate and contribute
meaningfully to the digital information landscape.

Conclusion

Digital literacy refers to the ability to access, assess,
understand, and use information intelligently and
responsibly in a digital environment. Digital literacy also
includes the ability to search for appropriate
information, interact ethically, and be aware of and
manage the influence of technology on personal and
social life. With good mastery of digital literacy,
individuals can become more critical, wise, and
responsible internet users and are able to avoid the
spread of false information and dangers. In the context
of science education, this integration fosters critical
thinking, inquiry-based learning, and the ability to
evaluate scientific information—thus cultivating a
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generation that is not only technologically proficient but
also scientifically literate. The opportunities for using
social media as a medium for digital literacy education
are to increase collaborative communication,
engagement and accessibility, empowerment, and
lifelong learning, and innovative educational practices.
Then, the challenges are limited access and resource
constraints, digital literacy barriers, privacy and security
concerns, and ethical and professional considerations.
This study recommends educators and policymakers to
integrate social media strategies in science education
programs to enhance critical thinking and information
literacy.
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