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Abstract: This research discusses the implementation of digital technology in 
industry 5.0 era. In the digital era, industry is undergoing a fundamental 
transformation due to the development of digital technology. This research 
uses the literature review method to analyse trends, benefits, challenges, and 
strategies related to the implementation of these technologies. The results 
show that digital technologies, such as internet banking, mobile banking, 
digital payment applications, and fintech, have become a catalyst for 
transformation in the banking industry. Banks are adopting strategies of 
developing digital platforms, partnering with fintechs, and developing HR 
skills to cope with these changes. Although faced with challenges such as data 
security, complex regulations, and system integration, the implementation of 
digital technology has great potential to improve banking services and 
operational efficiency. This research also identifies the positive and negative 
impacts of digital technology implementation on banking performance, 
including changes in people's behaviour in managing their organisations and 
improved performance of MSMEs. By understanding the challenges and 
associated strategies, this research provides valuable insights into how digital 
technology is changing the modern banking landscape and demonstrates the 
need for banks to continue to adapt and utilise these technologies to improve 
their performance and deliver better services to their customers. 
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Introduction  

 
In today's digital age, the industry is one of the 

sectors most affected by the development of digital 
technology (Kim et al., 2021; Zhang & Chen, 2023). The 
digital revolution has fundamentally changed the way 
banks interact with customers, manage their operations, 
and even understand financial markets. Digital financial 
technology has opened the door to innovations that 
allow banks to expand their services, improve 
operational efficiency, and optimise their management 
(Roberto, 2020).  

This research aims to deeply investigate the 
implementation of digital financial technology in 
banking management, focusing on the strategies used 
and their impact on banking performance. By better 

understanding how banks adopt and integrate digital 
technologies into their practices, we can gain valuable 

insights into how these technologies are changing the 
modern banking landscape (Varma et al., 2022). 

The development of digital technologies such as 
internet banking, mobile banking, digital payment 
applications, and fintech has been a catalyst for 
transformation in the banking industry (Raharjo, 2021). 
Banks are facing pressure to utilise these technologies to 
improve their operational efficiency. For example, the 
use of business process automation systems has enabled 
banks to reduce the cost and time required for various 
operational activities, such as identity verification, 
insurance claim processing, and risk management 
(Susilo, 2023). In addition, digital technology allows 
banks to reach more customers by providing more 
innovative services. Banks can utilise internet banking 
and mobile banking to provide access to their customers, 
allowing them to bank anytime and anywhere. In 
addition, digital payment applications and fintech 
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enable banks to offer new services such as online bill 
payments, fast interbank money transfers, and online 
investments (Tut, 2023). 

 

 
Figure 1. AI the Fin-tech Tools (Source: Google.com) 

 
However, the implementation of digital technology 

also presents a number of challenges for banks. One of 
them is data security. As more and more sensitive data 
is stored and processed by banks in digital form, the risk 
of data security becomes greater (Sargiotis, 2024). Banks 
must ensure that their security systems are robust 
enough to protect customer data from cuber attacks and 
other security breaches. Complex regulations are also an 
obstacle to the implementation of digital financial 
technology.  

Each country has different regulations related to the 
use of digital financial technology in the banking 
industry. Banks must ensure that they comply with all 
applicable regulations to prevent legal sanctions and 
representational damage. System integration is also 
another challenge that banks face in adopting digital 
financial technology. Banks often have various legacy 
systems that have been in place for years. Integrating 
these systems with new digital financial technologies 
can be a complicated and time-consuming process. 

With internet banking, customers can perform 
various transactions such as fund transfers, bill 
payments, and checking their balances online 
(Wonglimpiyarat, 2017). Customers can use mobile 
banking applications to carry out banking transactions 
such as transferring funds, paying bills, and checking 
balances easily and quickly (Ma’ruf, 2021). on 
technologies used to improve financial services. Fintech 
includes innovations such as online lending services, 
peer-to-peer payments, investment robo advisors, and 
financial planning applications (Nizar, 2017). 

 
Method  

 
The type of research used in this study is 

descriptive research with a qualitative approach. The 
data taken, identified in the following order: data 

collection; data sorting; data analysis; conclusion 
making.  As for data analysis, there is a predetermined 
sequence in accordance with the empirical steps taken, 
namely as follows: Examination of data; suspected data 
findings; Data confirmation; Diagnosis; and Action 
(Grieshaber, 2020).  

 
 
 
 
 
 
 
 
 

Figure 2. Flow of Logic 

 
This research uses the literature review method to 

collect and analyse a number of literature related to the 
implementation of digital financial technology in 
banking management (Begum et al., 2022; Kajol et al., 
2022). Data and information were obtained from various 
sources, including scientific journals, books, research 
reports, and relevant online resources. Analyses were 
conducted to identify trends, benefits, challenges, and 
strategies related to the implementation of digital 
financial technology in banking financial management.  

 Through a literature study approach with a 
descriptive qualitative approach, this research identifies 
that Fin-tech has penetrated various financial sectors, 
including payments, lending, financial planning, 
investment, and others. The results show that Fintech 
has both positive and negative impacts on society, by 
changing people's behaviour in collecting, saving, and 
using money for transactions. Fin-tech has provided 
benefits to the community, such as obtaining funds to 
develop businesses through micro-financing and 
borrowing money through P2P Lending Service, as well 
as facilitating financial planning and investment 
through Market Comparison and Investment. 

 
Result and Discussion 

 
The discussion will highlight the results of the 

analysis of the literature collected. This includes a 
discussion of the trends in the use of digital technologies 
in banking, the benefits that can be gained by banks and 
customers, the challenges faced in implementing these 
technologies, effective strategies to overcome these 
challenges, as well as the impact on banks' financial 
performance.  
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Impact of Digital Technology in the Banking Industry 
The study reveals the rapid development of digital 

technology in today's digital age has fundamentally 
changed the way the banking industry operates 
(Murinde et al., 2022). Banks continue to adapt to new 
technologies to enhance their services, improve 
operational efficiency, and optimise their management. 
The implementation of digital technologies such as 
internet banking, mobile banking, digital payment 
applications, and fin tech has been a catalyst for 
transformation in the banking industry (Anagreh et al., 
2024; Ononiwu et al., 2024). This is reflected in the 
strategies employed by banks in adopting these 
technologies, which include developing digital 
platforms, partnering with fin-tech companies, and 
developing HR skills in managing digital technologies 
(Kim, 2023). 

Despite its great potential, the implementation of 
digital technology is also faced with a number of 
challenges. One of these is data security, where the 
increasing amount of sensitive data that banks store and 
process in digital form increases data security risks. 
Complex regulations are also an obstacle to the 
implementation of digital technology, with banks 
having to ensure that they comply with all applicable 
regulations to prevent legal sanctions and reputation 
damage. System integration is also another challenge 
that banks face in adopting digital technology, especially 
given the various legacy systems that have been in place 
for years (Jameaba, 2024). 

Despite the challenges, the implementation of 
digital technology has a significant impact on banking 
performance. Literature studies show that digital 

technology has had both positive and negative impacts 
on society, by changing people's behaviour in collecting, 
saving and using money for transactions. This is 
reflected in the results of research showing that digital 
management training for Micro, Small and Medium 
Enterprises (MSMEs) improves their performance, and 
that Fintech has provided benefits to the community in 
terms of obtaining funds to develop businesses, 

borrowing money, and facilitating investment planning 
(Łasak, 2022). 

Based on the analyses conducted, the 
implementation of digital technology has significant 
implications for the banking industry. Therefore, a 
number of recommendations are proposed to improve 
the effectiveness of digital financial technology 
implementation in banking management (Kitsios et al., 
2021). These recommendations include improving data 
security, monitoring and adjusting to applicable 
regulations, integrating more efficient systems, and 
increasing training and developing human resource 
skills in managing digital technology. 

Digital Banking Architecture 
In recent years, digital banking architecture has 

undergone a massive transformation to respond to the 
demands of the fast-paced technological era. Banking 
that used to rely on physical systems and face-to-face 
transactions is now shifting to a more dynamic and 
responsive digital platform. This digital architecture 
includes the integration of various technologies such as 
cloud computing, API (Application Programming 
Interface), blockchain, and artificial intelligence (Ahmed 
et al., 2022; Dhanaraj et al., 2021). This change aims not 
only to improve service speed, but also to provide a 
more personalised and secure customer experience. 
Banks are no longer just a place to store money, but a 
complete financial services ecosystem. In its design, 
digital banking architecture also pays attention to 
scalability so that it can grow as the number of users 
increases. Flexibility is key, allowing banks to quickly 
adopt new innovations. With a strong technological 
foundation, digital banks can launch new products in 
weeks, not years. All these changes show how 
technology is fundamentally changing the foundations 
of the financial sector. 

The modern architecture in digital banking is 
designed around microservices, rather than monolithic 
systems as before. Each service, such as payment, 
lending, or risk management, is built as a small unit that 
can be developed, tested, and operated independently 
(Solberg, 2022). This approach allows banks to be more 
agile in the face of market changes and customer needs. 
Micro services also support the implementation of 
DevOps and CI/CD (Continuous Integration/ 
Continuous Deployment), accelerating the process of 

system development and improvement. In addition, this 
approach improves system reliability as the failure of 
one service does not necessarily cripple the entire 
platform. With this architecture, digital banking is able 
to innovate faster, increase resilience, and reduce the risk 
of major failures. Previously sluggish large banks are 
now racing to rebuild their IT infrastructure to be more 
modular. Not only that, this design allows for easier 

integration with fintech and third-party companies. 
Thus, the banking ecosystem becomes more open and 
collaborative. 

Security is a crucial element in digital banking 
architecture, given the increasing cyber threats in the 
modern era (Aslan et al., 2023). Every component of the 
architecture is designed with the principle of ‘security by 
design’, meaning that security has been taken into 
account since the early stages of system development. 
The use of technologies such as end-to-end data 
encryption, multifactor authentication, and AI-based 
anomaly detection systems are becoming the new 
standard. In addition, many banks are now adopting 
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zero trust architecture, which requires every user and 
device to be strictly verified before being granted access 
to the network. This strategy reduces the risk of 
unauthorised access and minimises the potential for 
data leakage. Regulations such as GDPR and local rules 
on data protection are also key considerations in 
designing this architecture. Regulatory compliance is a 
necessity, not an option. In digital banking architecture, 
detailed audit trails and real-time logging are 
implemented to ensure transparency and accountability. 
Thus, banks not only protect their assets, but also build 
customer trust. 

One of the key challenges in building a digital 
banking architecture is the integration of legacy systems 
with new technologies (Ogunwole et al., 2023). Many 
traditional banks still rely on mainframe systems or 
databases that are decades old. To overcome this, digital 
architects usually adopt a ‘strangler pattern’ strategy, 
where new functions are gradually developed around 
legacy systems, and then slowly replace them. This 
approach allows for a safer transition without stopping 
ongoing business operations.  

 

 
Figure 3. Architecture Development Method (Ibrahim & 

Nurpulaela, 2018) 

 
On the other hand, some banks opt for a total ‘core 

banking modernisation’, although this process is more 
expensive and risky. Cloud computing adoption is also 
a solution to reduce dependence on legacy 
infrastructure. With the cloud, banks can accelerate 

innovation, increase scalability, and optimise 
operational costs. Even so, a careful migration strategy 
is needed to avoid downtime or service disruption. The 
integration of new and old systems is one of the most 
important aspects in the evolution of digital banking 
architecture. 

Looking ahead, the digital banking architecture will 
be increasingly influenced by new technologies such as 
blockchain, 5G, and quantum computing. Blockchain, 
for example, offers great transparency and security for 
financial transactions. Meanwhile, 5G will open up new 
opportunities in mobile banking services with low 
latency and high speed. In the future, we may also see 
the application of quantum computing to accelerate the 
process of big data analysis and financial optimisation. 
The digital banking architecture will also increasingly 
favour AI-based user experiences, such as intelligent 
chat-bots, personalized financial recommendations and 
voice-based virtual assistants. Banks that are able to 
adopt these technologies faster will gain a significant 
competitive advantage. Therefore, flexibility and 
readiness to adapt must be the foundation in building 
the architecture going forward. Innovation is no longer 
an option, but a necessity to survive and thrive. The 
world of digital banking will continue to evolve, and its 
architecture must be ready to keep up with the changing 
times. 

 

Conclusion  

 
In conclusion, this study highlights the importance 

of digital technology implementation in the 
management of banking in the current digital era. We 

have identified strategies used by banks in adopting 
these technologies, such as the development of digital 
platforms, partnerships with fintech companies, and HR 
skills development. Although faced with challenges 
such as data security, complex regulations, and system 
integration, the implementation of digital technology 
has great potential to improve banking services, 
operational efficiency, and national inclusion. The 

positive and negative impacts of these technologies have 
been seen in the changes in people's behaviour in 
managing them. Therefore, recommendations have been 
put forward to improve the effectiveness of digital 
technology implementation, including strengthening 
data security, monitoring regulations, improving system 
integration, and enhancing HR skills. As such, this 
research provides a deeper understanding of how digital 
technology is changing the modern banking landscape 
and demonstrates the importance of banks continuing to 
adapt and utilise these technologies to improve their 
performance and provide better services to customers. 
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