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Abstract: Small and Medium Enterprises (SMEs) in Indonesia face significant 
challenges in complying with Bank Indonesia's (BI) stringent Payment Service 
Provider (PJPP) licensing requirements, including cybersecurity mandates (BI 
23/6/PBI/2021). This study addresses these challenges by designing a cost-
effective, cloud-based solution architecture aligned with ISO 27001:2022 
Annex A, simplifying compliance for resource-constrained SMEs. This 
framework helps SMEs prepare for IT audits with guidelines aligned with 
Bank Indonesia requirements and the ISO 27001:2022 Annex A standard, and 
replaces complex enterprise architectures with lightweight, cloud-centric 
models that leverage Indonesian cloud providers while still meeting Bank 
Indonesia requirements. Validation through a pilot study with SMEs 
demonstrated lower compliance costs compared to traditional approaches, 
achieved through open source tools and hybrid cloud deployments. The 
combination of IT audit guidelines and solution architecture impacted the 
results of the IT audit, with only a few findings identified by the external 
auditor and PT XYZ passing the IT audit. This suggests that the conclusions 
drawn from the results and discussion indicate that this framework has a 
significant impact on PSPs, particularly at the SME level. The novelty of this 
research contributes to practical implementation guidelines for SMEs and the 
design of cloud-based solution architectures that meet Bank Indonesia 
requirements. 
 
Keywords: Bank Indonesia regulations; ISO/IEC 27001: 2022 annex A 
controls; Payment Service Providers (PSPs); Small-Medium Enterprises 
(SMEs); Solution architecture design 

  
 

Introduction  
 

A recorded history of significant changes and 
significant patterns over time may be found by looking 
at the development and evolution of Indonesian SMEs. 
According to preliminary research, SMEs are crucial to 
Indonesia's economy, especially in terms of job 
generation and regional economic growth. Researchers 
started looking into how government policies and 
funding availability affected the expansion of SMEs after 

economic liberalization in the 1990s (Agote-Garrido et 
al., 2023). The focus shifted in the 2000s as researchers 
looked at the challenges SMEs face, particularly with 
regard to market rivalry and financial access. Even 
though SMEs' significance was becoming more widely 
recognized, many of them continued to face underlying 
issues that limited their long-term survival and growth. 
The impact of globalization and technology on SMEs has 
been the subject of more recent research, which suggests 
that innovation and adaptation are critical for survival 
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in a market that is continuously changing. Technology 
integration has become a hot topic, showing a big shift 
in SMEs' ability to compete both domestically and 
internationally (Setyoso et al., 2024). 

Payment Service Providers (PSPs) are pivotal to the 
global digital economy, facilitating seamless 
transactions between merchants, consumers, and 
financial institutions. The market for digital payments is 
expected to reach a total transaction value of US$20.09 
trillion by 2025 due to the growth of e-commerce, mobile 
wallets, and cross-border payments. Leading global 
PSPs like PayPal, Stripe, and Adyen emphasize secure, 
scalable architectures and compliance with regional 
regulations such as the EU’s PSD2 (Payment Services 
Directive) and the PCI DSS (Payment Card Industry 

Data Security Standard). However, smaller players, 
particularly in emerging economies, struggle with 
balancing innovation, cybersecurity, and regulatory 
compliance, often lacking resources to implement 
frameworks like ISO 27001:2022 (Al-Okaily, 2021). With 
mobile phones becoming a widespread tool for financial 
transactions, the rise of mobile payments has been an 
important development in the fintech era. However, as 

demonstrated by the case studies of M-PESA in Kenya, 
TCASH in Indonesia, and Oi Paggo in Brazil, several 
mobile payment projects have encountered difficulties. 
These systems compete on the basis of common 
infrastructures and function within intricate networks, 
which are frequently controlled by international 
operators such as telecom companies (Darmawan et al., 
2023). 

Bank Indonesia, the central bank of Indonesia, plays 
a pivotal role in the country's financial and economic 
stability. Established in 1953, following Indonesia's 
independence, it became a key institution in 
constructing the nation’s monetary and economic 
framework. Bank Indonesia’s mandate has evolved over 
the years, but its primary responsibilities have remained 
consistent: achieving and maintaining the stability of the 
Indonesian rupiah. This includes managing inflation 
rates, ensuring a stable exchange rate, and monitoring 
the overall financial system's health. The institution 
serves as the guardian of Indonesia's monetary policy, 
deploying tools such as interest rates adjustments, open 
market operations, and the setting of reserve 
requirements to bolster economic stability. Through 
these mechanisms, Bank Indonesia not only supervises 
the financial system’s health but also facilitates 
sustainable economic growth. Moreover, Bank 
Indonesia has embraced significant transformation, 
especially in recent decades, to address the challenges 
brought by globalization and technological 
advancements (Antunes et al., 2022). This 
transformation is evident in the adoption of more 
sophisticated financial regulations and supervisory 

frameworks aimed at preserving both national financial 
stability and protecting consumers. Additionally, with 
the rise of digital banking and fintech innovations, Bank 
Indonesia has expanded its focus on developing 
regulatory guidelines and improving cybersecurity 
measures to mitigate the heightened risks associated 
with digital finance. The adoption of these progressive 
strategies underscores Bank Indonesia’s commitment to 
remain resilient and responsive to the ever-evolving 
financial landscape, ensuring that it continues to 
perform its role effectively as a cornerstone of 
Indonesia's financial system (Aravik et al., 2025). 

Bank Indonesia offers a wide array of services 
aimed at maintaining financial stability and supporting 
the economic infrastructure of the country. Among its 

critical services, the central bank oversees payment 
systems and ensures their efficiency and security as part 
of its broader mission to provide a stable and robust 
financial environment. One significant aspect of these 
services is the regulation and oversight of Penyedia Jasa 
Pembayaran (PSP), or Payment Service Providers. PSPs 
play an essential role in the daily financial transactions 
across Indonesia, facilitating everything from individual 

remittances to large-scale corporate payments. With the 
rapid rise of digital transactions and mobile banking, 
Bank Indonesia has been instrumental in developing 
regulatory frameworks that support innovation while 
ensuring security and efficiency within the payment 
system. This involves licensing PSPs and enforcing 
compliance with regulatory standards to safeguard 
consumer interests and maintain trust in the financial 
system. By promoting a secure and efficient payment 
infrastructure, Bank Indonesia enhances financial 
inclusion and supports the nation's economic growth, 
ensuring that even the most remote areas can access 
modern financial services (Angganegara et al., 2025).  

Technology breakthroughs and legislative 
developments have had a major impact on the evolution 
of payment service providers (PSPs) in Indonesia. Early 
on, the sector was mostly defined by conventional 
banking practices, which provided few choices for 
online transactions. According to research, this started to 
change around 2010, when the financial industry started 
to become more competitive due to the emergence of 
alternative payment methods sparked by mobile 
banking. According to multiple studies, by 2015, 
advancements in mobile payment applications further 
sped up the adoption of PSPs, driven by rising 
smartphone penetration and the expanding middle class 
(Setyoso et al., 2024). 

Regulatory frameworks changed together with the 
market to accommodate the quickly shifting 
environment. The Indonesian government strengthened 
public confidence in digital payment systems by 
enacting rules in 2016 to improve their security and 
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usability. Innovative fintech businesses were able to 
thrive because to this regulatory backing, which also 
significantly increased the number of local startups 
joining the PSP industry. According to recent estimates, 
by 2020, a wide range of payment solutions—from peer-
to-peer transfers to e-wallets—had developed to meet 
the needs of different consumer segments, indicating the 
market's dynamic nature (Indonesia, 1953). 

Becoming a Penyedia Jasa Pembayaran (PSP), or 
Payment Service Provider, in Indonesia involves 
meeting a set of stringent criteria set by Bank Indonesia, 
aimed at ensuring the integrity and security of the 
country’s payment systems. Bank Indonesia has several 
regulations for Payment Service Providers, namely PBI 
No. 23/6/PBI/2021. Then an explanation of the 

technology security system framework is included in the 
Payment Service Provider Licensing Document 
Requirements (PSP) document for institutions other 
than Banks. One of the pivotal requirements is providing 
detailed IT Audit reports from external, independent 
auditors. These reports are crucial as they offer an 
unbiased assessment of the PSP’s information 
technology systems, focusing on aspects such as 

security, data integrity, and system reliability. The IT 
Audit helps ascertain that the PSP's technological 
infrastructure is robust enough to handle transactions 
securely and efficiently, minimizing risks such as data 
breaches or system failures. This audit is an integral part 
of both the initial licensing process and the ongoing 
annual reporting requirements mandated by Bank 
Indonesia. The external IT audit provides an 
independent assessment of a company's technological 
infrastructure, focusing on key areas such as 
cybersecurity, system integrity, and compliance with 
regulatory standards (Indonesia, 2021b). These audits 
are essential because they help ensure that PSPs 
maintain a high level of operational security and 
efficiency, critical for safeguarding consumer 
transactions and data. Moreover, the annual submission 
of these IT audit reports to Bank Indonesia serves as a 
continual validation that the PSPs adhere to the evolving 
regulatory requirements and can effectively manage 
new and existing risks in the fast-paced digital financial 
environment. By leveraging these external IT audits, 
Bank Indonesia can more effectively oversee the stability 
and security of the nation's payment systems, fostering 
a trustworthy and reliable financial ecosystem for 
businesses and consumers alike (Indonesia, 2022). 

ISO/IEC 27001:2022 certification represents a global 
standard for information security management systems 
(ISMS) and stands as one of the optional yet highly 
advantageous credentials for a Payment Service 
Provider (PSP) seeking registration in Indonesia. This 
certification demonstrates a company’s commitment to 
systematically managing sensitive information, 

ensuring the confidentiality, integrity, and availability of 
data. For PSPs, aiming to strengthen their market 
position and build trust with consumers and regulatory 
bodies alike, obtaining ISO/IEC 27001:2022 offers a 
structured framework for implementing robust security 
controls that align with international best practices. 
While not mandatory, the certification can significantly 
enhance a PSP’s credentials by showing that it has 
undergone rigorous audits and assessments by certified 
bodies. This external validation underscores the PSP's 
dedication to proactively managing and mitigating 
information security risks, which is critical in today’s 
digital landscape where cyber threats are continually 
evolving. Ultimately, having ISO/IEC 27001 
certification not only aids in regulatory compliance but 

also elevates the institution's reassurance to 
stakeholders that critical financial data is handled with 
the utmost care and security (Indonesia, 2021a). 

The progression of ISO 27001:2022, especially 
concerning Payment Service Providers (PSPs), shows 
how security standards have gotten better to fit the 
digital financial world. Early on, conversations about 
ISO 27001 mainly focused on the basic ways to manage 

information security systems (ISMS), stressing the need 
for well-organized systems to safeguard important data 
in various fields, including finance as the digital 
economy grew, the rise of online payment systems made 
it necessary to have a more detailed understanding of 
security measures that could handle the particular 
weaknesses PSPs faced. Later writings pointed out how 
ISO 27001 changed to meet these new dangers, adding 
stricter rules that directly matched the complex details 
of digital payment processes. 

The 2022 update is a key point in this development. 
It not only strengthened basic security steps but also 
gave specific advice for handling risks from the cyber 
threats PSPs face. Studies suggest that the updated 
standards encourage a more forward-thinking 
approach, pushing organizations to use constant 
monitoring and improvement methods, which are 
crucial in a field that changes quickly with technology. 

The progress of system analysis and design in 
solution architecture has seen major turning points, 
showing how things have changed and technology has 
gotten better. Initial structures, as pointed out by, 
established the basics for understanding the key parts 
and ways to do effective system design. These early 
ideas stressed how important user needs and getting 
people involved in the design process were, things that 
became more and more important later on. As 
technology developed, so did the ways of doing things. 
For example, mentions how Agile methods came about 
in the early 2000s and caused a big shift, making solution 
architecture more iterative and collaborative. This 
evolution suggests a response to the growing difficulty 
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of system needs and what users want (Barati & Rana, 
2022). 

To obtain a PSP license from Bank Indonesia, the 
PSP must meet Bank Indonesia's requirements, both 
administrative and technical. One obstacle to meeting 
these requirements, particularly for SMEs, is the 
capability system, which will be audited by an external 
institution. These SMEs lack a clear understanding of 
what they must prepare and fulfill, given limited 
resources, competencies, and implementation 
guidelines. Therefore, this thesis was created to assist 
PSPs in the SME category in facing IT audit preparations 
from external institutions for reporting to Bank 
Indonesia so that the implementation carried out is in 
accordance with PSP requirements from Bank 

Indonesia, thereby minimizing major findings that could 
disrupt the licensing process or annual reporting 
(Daousis et al., 2024). 
 

Method 
 

This chapter explains the study framework, which 
includes comparison of standards and frameworks, gap 

analysis, creation of IT audit guidelines, designing 
solution architecture, monitoring implementation, and 
validating with feedback and validation from experts 
(Budisantoso & Sumarwan, 2022). 
 
Research Framework 

This research will be conducted by mapping each 

aspect within the Bank Indonesia IT audit framework 
into the ISO/IEC 27001:2022 Annex Control and 
solution architecture design using System Analysis and 
Design (SAD) according to the identification of each 
aspect and designing technology architecture based on 
cloud, as illustrated in Figure 1. 

This research will be conducted by mapping each 
aspect within the Bank Indonesia IT audit framework 
into the ISO/IEC 27001:2022 Annex Control and 
solution architecture design using System Analysis and 
Design (SAD) according to the identification of each 
aspect and designing technology architecture based on 
cloud (Digital Payments - Worldwide | Statista Market 
Forecast, 2025). 

 
Figure 1. Research framework 

 
Literature Review 

Literature review offers a thorough grasp of current 
frameworks, standards, and best practices pertaining to 
cloud computing, governance, information security, and 
regulatory compliance, particularly as they relate to 
SMEs and payment service providers. In order to ensure 
that the suggested solutions are based on tried-and-true 
theories and up-to-date best practices, the researcher 
finds pertinent concepts, technologies, and gaps by 
methodically reviewing academic publications, industry 
reports, and legislation (Gheorghe, 2010). 
 
Standard Comparison 

The initial research was conducted by comparing 
several standards commonly used by payment service 
providers, to determine which standards could clearly 
assist clients in preparing for external IT audits while 
also complying with regulations. Some of the standards 
compared are ISO 27001:2022, COBIT, ITIL and PCI DSS. 
For the solution architecture, the framework compared 
are System Analysis & Design (SAD) and TOGAF 
(Hadjarati et al., 2025). 
 

Gap Analysis 
For the gap analysis, we conduct interviews with PT 

XYZ IT Manager combine with gap analysis checklist 
from ISO 27001:2022 Annex A Controls in exploring the 
organization's current implementation. These 
discussions also examined the organization's current 
state, specifically related to Bank Indonesia and ISO 
27001:2022 requirements. The purpose of this analysis 
was to identify differences between the existing 
implementation process and the desired state of the 
company's objectives to meet Bank Indonesia 
requirements. In doing so, we aimed to uncover gaps 
and opportunities for improvement, ensuring that the 
organization's implementation practices align with Bank 
Indonesia regulations (Ajayi & Udeh, 2024). 
 
IT Audit Guideline Creation 

Each point in the IT Audit framework contained in 
the Payment Service Provider regulation at Bank 
Indonesia will be mapped into ISO 27001:2022 Annex A 
Controls as shown at Table 1. A total of 60 of the total 93 
Annex A Controls will be used as guidelines. 
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Solution Architecture Design Creation 

To create a cloud-based solution architecture 
design, we first sampled the infrastructure architecture 
from PT XYZ which is SME in PSP category 3, including 
their technology stacks. We then used a systematic 
method for creating and enhancing systems that 
incorporates both technical and management elements is 

called system analysis and design, or SAD. It entails 

evaluating current systems, pinpointing areas in need of 
development, and creating new or improved systems to 
achieve predetermined goals to comply with Bank 
Indonesia capability system requirement. SAD is 
essentially the process of determining what a system 
must perform (analysis) and then how it will accomplish 
it (design). The SAD framework can be seen in Figure 2.

 
Figure 2. SAD framework 

 
Determining the project's boundaries and assessing 

its viability are the main goals of the planning phase. It 

starts with determining the main issue that the system is 
meant to address and evaluating the viability of a 
solution from a technological, financial, and operational 
standpoint. 

Understanding what the system needs to do 
becomes the main focus throughout the analysis phase. 
Users, stakeholders, and current procedures are 
consulted to obtain specific requirements. This stage 

produces a thorough needs definition by identifying 
opportunities, limitations, and gaps. Before design 
starts, it guarantees that all parties involved are in 
agreement about the system's goal (Hossain et al., 2024). 

Requirements are converted into a technical 
blueprint for the system's construction during the design 
phase.Physical design includes infrastructure, security 
protocols, interfaces, and performance criteria in 
addition to choosing specific technologies (such as 
databases and cloud services). Before development 
begins, this stage makes that the solution is effective, 
scalable, and maintainable (Hidayatullah et al., 2023). 

Through construction, testing, deployment, and 
end-user transfer, the implementation phase turns the 
proposed system into a working reality. In this phase, 
the implementation phase is in PT XYZ side, the author 
only monitoring the implementations and receive 
feedback from them. 
 
 

Implementation 

Implementation was carried out at PT XYZ which is 
included in the SME in PSP category 3. After they agree, 
conduct a socialization on the use of the IT audit 
guidelines. Monitor the implementation carried out by 
the company. And finally ensure that all controls have 
been carried out by the company. Afterward, PT XYZ 
will conduct an IT audit with a third party registered 
with ASPI, under the auspices of Bank Indonesia. The 
audit report will determine whether the implemented 
framework successfully assists PT XYZ in facing the IT 
audit. If an external auditor concludes that the company 
has sufficient system capabilities in compliance with 
Bank Indonesia's standards, the framework's success 
criterion is met. By fulfilling this requirement, 
businesses can make sure that audit reports can be sent 
to Bank Indonesia with any non-conformities already 
fixed (Hasibovic & Tanovic, 2024). 
 

Results and Discussion 
 
Standard Comparison 

Several standards and frameworks are used as a 
comparison to determine which one will be used for the 
IT audit guideline. The standards to be compared are 
ISO 27001:2022, COBIT, ITIL 4 and PCI DSS. To 
determine the most important category in determining 
standards in a service is when it is required by regulation 
to be MT (Fauzi & Suryani, 2019). The following 
comparison is explained in Table 1. 

Table 1. Standard and framework comparison 
Criteria ISO 27001:2022 COBIT 2019 ITIL 4 PCI DSS v4.0 

Primary Focus Information Security Management 
System (ISMS) 

IT Governance & 
Risk Control 

IT Service 
Management 

Payment Card Data Security 

Regulation 
Alignment 

Mention on Peraturan Bank 
Indonesia No. 23/6/PBI/2021; 

Mention on Peraturan Badan Siber 
dan Sandi Negara No. 8 Tahun 2020 

No mention on 
regulation 

No mention on 
regulation 

Mention on Peraturan Bank 
Indonesia No. 23/6/PBI/2021 

regulation  

Certification Globally recognized certification No formal 
certification 

Individual 
certifications 

Merchant/processor 
validation 

Bank Indonesia 
Alignment 

Align Not Align Not Align Not Align to PSP category 3 
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Based on the comparison above with the category 
that is the main reference is related to regulations and 
Bank Indonesia alignment, therefore the ISO 27001:2022 
standard was chosen in this thesis so that the 
implementation carried out by SMEs in PSP category 3 
is in line with regulations from Bank Indonesia and 
BSSN. For cloud-based solutions architecture, several 
frameworks will be compared, such as System Analysis 
& Design (SAD), and TOGAF. Several categories will be 
used for the comparison, as shown in Table 2. 
 
Table 2. Framework comparison 
Criteria SAD TOGAF 

Core 
Purpose 

Design deployable 
systems 

Enterprise transformation 
(business-IT alignment) 

Scope Solution-focused 
(single 

system/application) 

Enterprise-wide 

Complexity Low-moderate 
(practical for SMEs). 

High (organization-wide). 

SME 
Suitability 

Agile, outcome-
focused 

Overkill 

 

Based on the comparison of the frameworks above, 
SAD was chosen because it has a low level of complexity 
and can focus on solutions that lead to a single system or 
application only. 
 
Gap Analysis 

The author interviewed the PT XYZ IT Manager to 

learn more about the company's present implementation 
in order to perform the gap analysis. The organization's 
current status was also discussed, with particular 
attention on Bank Indonesia and ISO 27001:2022 criteria. 
Also, the author used gap analysis checklist for ISO 
27001:2022. Finding discrepancies between the 
company's goals and the current execution process in 
order to satisfy Bank Indonesia's standards was the aim 
of this investigation. In order to make sure that the 
organization's implementation procedures comply with 
Bank Indonesia rules, we set out to identify any gaps and 
areas that may use improvement. 

Based on the results of the gap analysis, a gap was 
found within PT XYZ as seen in Table 3 which is their 
main concern in facing IT audit preparations from 
external institutions (Roghanian et al., 2012). 

 
Table 3. Gap analysis results 
ISO 27001:2022 Annex A Current State Desired State Gap Identified 

A.5.31 Legal, statutory, 
regulatory and 
contractual requirements 

No specific compliance guideline 
to face Bank Indonesia IT audit 

from external party. 

Ensure that the systems, infrastructure 
and supporting documents required 

for IT audits comply with Bank 
Indonesia requirements. 

Inadequate guidelines for 
fulfilling Bank Indonesia 

requirements. 

 
The lack of clear guidelines for implementing 

system capabilities required by Bank Indonesia is a 
major concern for PT XYZ in facing IT audits. Therefore, 
they need clear guidelines regarding these requirements 
to avoid poor audit results and failure to proceed to the 
licensing stage for Bank Indonesia (Greuning & 
Bratanovic, 2020). 
 
IT Audit Guideline Creation 

To create the IT Audit Guidelines for Payment 
Service Providers in the SME category, we mapped the 
Payment Service Provider capability system 
requirements by Bank Indonesia against the system 
capability framework of ISO 27001:2022 Annex A 
Controls to determine the appropriate controls for each 
aspect. Each aspect will provide guidance on what the 
company, especially SME needs, both technically and 
non-technically (Rahi et al., 2020). 
 
Data Confidentiality 

The purpose of data confidentiality is to ensure that 
sensitive or private information is protected from 
unauthorized access, disclosure, or exposure. 
Confidentiality ensures that data is accessible only to 

authorized individuals or systems and remains private 
from anyone who is not explicitly permitted to view or 
handle it. Several guidelines can be seen on Table 4. 

Inventory of information and other associated 
assets: It is necessary to create and keep an inventory of 
the data and other related resources, including the 
owners: Policy and procedures related to inventory of 
information and other associated assets as documented 
information. Conduct a data collection of primary assets 
and supporting assets (Laptop, PC, Mobile Phone, 
Router, etc.). Conduct asset reviews and updates 
regularly (every three months, every six months, etc.) 

Return of assets: When their employment, contract, 
or agreement changes or is terminated, employees and 
other interested parties should return any assets owned 
by the organization (Harmening, 2018). Policy and 
procedures related to inventory of information and 
other associated assets as documented information. All 
company-loan assets must be returned by departing or 
resigning employees. 

Classification of information: Information should be 
categorized in accordance with the organization's 
information security requirements, taking into account 
requirements for confidentiality, availability, integrity, 
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and pertinent interested parties. Policy and procedures 
related to information classifications as documented 
information. Information can be classified based on legal 
requirements, value, criticality and sensitivity to 
unauthorized exposure or modification. For example, 
Confidential, Internal and Public. 

Labelling of information: The organization's chosen 
information classification strategy should guide the 
development and application of a suitable set of 
information labeling methods. Policy and procedures 
related to information labelling as documented 
information. Labeling method that can be used is 
attaching information to assets with content such as 
information classification, asset ID numbers, owner 
name, division name, acquisition date, etc. 

Examples of labelling techniques include: physical 
labels, headers and footers, metadata, watermarking, 
rubber-stamps. 

Access controls: Based on business and information 
security needs, rules should be developed and put into 
place to regulate logical and physical access to data and 
other related assets.  Policy and procedures related to 
access controls as documented information. Role 

determination can be done, by providing different roles 
with different activities for each account registered in a 
system (Example: Admin, Supervisor, User, etc.). 
Identifying the organizations that need access to the data 
and any related resources. 

Access rights: The organization's topic-specific 
policy and access control guidelines should be followed 
when allocating, reviewing, modifying, and removing 
access rights to information and other related assets. 
Policy and procedures related to access rights as 
documented information. Making changes to access 
rights for employees who resign, migrate or terminate 
their contracts.  When an employee resigns or 
terminated, an exit clearance process is required, 
including the removal of access rights to company 
systems. Coordination is usually carried out between the 
IT and HR teams. Conduct user access reviews 
periodically at specified intervals (once a year, once 
every two years, etc.) 
 
System and Data Integrity 

Integrity in information security relates to the 
correctness, consistency, and reliability of data, making 
sure it hasn't been illegally changed or destroyed. It's 
about ensuring that data is accurate and comprehensive 
during transmission and storage. Guidelines for 
integrity aspects can be seen in (Gheorghe, 2010). 

Protection against malware: Adequate user 
awareness should be used to support and implement 
malware protection.  Policy and procedures related to 
protection against malware as documented information. 
Install and update malware detection/antivirus and 

repair software on a regular basis. Scan computers and 
electronic storage devices on a regular basis. 

Management of technical vulnerabilities: It is 
important to gather information on the technological 
weaknesses of the information systems that are being 
used, assess the organization's vulnerability to these 
weaknesses, and take the necessary precautions. Policy 
and procedures related to management of technical 
vulnerabilities as documented information. Perform 
vulnerability assessment and/or penetration testing 
(VAPT) to application, infrastructure, etc. on a regular 
basis (Ex. minimum once a year) by internal or using 
third party. 

Configuration management: Hardware, software, 
services, and network configurations—including 

security configurations—should be planned, recorded, 
put into use, tracked, and evaluated.  Policy and 
procedures related to configuration management as 
documented information. Manual configurations 
carried out by the IT team need to be recorded in detail 
in documentation (network devices, servers, user 
devices, etc. (Logie & Maroun, 2021) be guidelines (such 
as pre-made templates from independent security 

organizations and vendors). 
 
System and Data Two-Factor Authentication 

Two-factor authentication (2FA) is implemented to 
ensure an additional layer of security in the 
authentication process. 2FA can also serve as an alert to 
users that their primary authentication credentials have 
been compromised (Naji, 2020). The guidelines of 2FA 
can be seen in Table 6. 

Authentication information: A management 
procedure should oversee the distribution and 
administration of authentication data, including 
informing staff members about how to handle it 
properly. Policy and procedures related to 
authentication information as documented information. 
Personal identifying numbers (PINs), which are 
produced automatically during enrollment processes as 
temporary secret authentication information, are unique 
to each individual and cannot be guessed. Users must 
change them after their first usage. Determine the 
criteria for creating a password, such as the minimum 
password length and the combination used (uppercase 
letters, lowercase letters, numbers and special 
characters). 

Secure authentication: Information access 
limitations and the topic-specific access control policy 
should serve as the foundation for the implementation 
of secure authentication methods and processes. Policy 
and procedures related to secure authentication as 
documented information. Authentication information 
requires the addition of additional authentication factors 
such as multi-factor authentication (MFA) or two-way 
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authentication (2FA) to applications developed or used 
internally. 
 
System Availability 

The availability aspect focuses on ensuring that 
information is always available when needed. Some 
guidelines for this aspect can be seen in Damanik et al. 

(2021). 
Security of assets off-premises: Off-site assets need 

to be safeguarded. Policy and procedures related to 
security of assets off-premises as documented 
information. Any device used to store or process data 
outside of the organization's physical location (such as a 
mobile device), including both privately owned and 
organization-owned devices utilized on the 
organization's behalf (bring your own device, or BYOD) 
requires defense. Not leaving removed equipment and 
storage media in unattended, public, or unprotected 
areas. Preventing the dangers of shoulder surfing and 
using a gadget (such as a laptop or cell phone) to browse 
information while on public transit. 

Storage media: Storage media should be handled in 
compliance with the organization's handling guidelines 
and categorization system throughout its life cycle of 
purchase, usage, transportation, and destruction. Policy 
and procedures related to storage media as documented 
information. Following the manufacturer's instructions 
for keeping all storage media in a safe, secure 
environment in compliance with its information 
categorization and safeguarding them from 
environmental hazards (such as heat, moisture, 
humidity, electronic fields, or aging). Information on 
removable storage media can be protected using 
cryptographic approaches if information integrity or 
secrecy are crucial factors (Pimentel et al., 2023). 

Cabling security: Power, data, and auxiliary 
information service cables should be shielded from 
damage, interference, and interception. Policy and 
procedures related to cabling security as documented 
information. Separate the power and communication 
cables, differentiate their paths and try to ensure that the 
two cables do not touch each other. Labeling cables with 
enough source and destination information at each end 
to allow for physical identification and inspection. 

Equipment maintenance: To guarantee information 
availability, integrity, and secrecy, equipment needs to 
be properly maintained. Policy and procedures related 
to equipment maintenance as documented information. 
Keeping equipment maintained in compliance with the 
specifications and suggested servicing frequency 
provided by the supplier. Equipment repairs and 
maintenance are only performed by authorized 
maintenance professionals. 

Secure disposal or re-use of equipment: Before 
being disposed of or used again, equipment that 

contains storage media should be checked to make sure 
that any licensed software and sensitive data have been 
safely overwritten or deleted. Policy and procedures 
related to secure disposal or re-use of equipment as 
documented information. Instead of utilizing the usual 
delete function, storage media containing private or 
copyrighted material should be physically destroyed, or 
the information should be erased, overwritten, or 
destroyed using methods that render the original data 
unretrievable. Re-check the equipment that will be 
destroyed or reused and ensure that there is no 
confidential data there. 
 
Table 5. System availability 
BI Aspect ISO 27001:2022 Annex A 

System 
Availability 

A.7.9 Security of assets off-premises 
A.7.10 Storage media 

A.7.12 Cabling security 
A.7.13 Equipment maintenance 

A.7.14 Secure disposal or re-use of equipment 
A.8.6 Capacity management 

A.8.13 Information backup 
A.8.14 Redundancy of information processing 

facilities 
A.8.31 Separation of development, test and 

production environments  

 
The Existence of Systems and Procedures for Conducting 
Audit Trails 

Both system and application processes as well as 
user activity on systems and applications are tracked by 
audit trails. Audit trails can help identify security 

breaches, performance issues, and application defects 
when used in conjunction with the proper tools and 
processes. Several guidelines can be seen in Table. 

Logging: It is necessary to create, store, safeguard, 
and analyze logs that document actions, exceptions, 
errors, and other pertinent occurrences (Octaviani & 
Ekasari, 2021). Policy and procedures related to logging 
as documented information. An event log must be 
included in each event (user IDs, system activity, date, 
time, details, etc.). 

When logging, the following events should be taken 
into account: successful and unsuccessful attempts to 
gain access to the system, successful and unsuccessful 
attempts to gain access to data and other resources. 
modifications to the system configuration, privilege 
usage, utility program and application use, files accessed 
and the type of access, including the deletion of crucial 
data files, alerts generated by the access control system., 
activation and deactivation of security systems, such as 
intrusion detection and antivirus software, identity 
creation, modification, or deletion, user transactions in 
applications. In certain instances, the applications are 
third-party services or products. 
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The Existence of Internal Policies and Procedures for the 
Operation of Information Systems and Human Resources 

This aspect serves to ensure that the company's 
policies and procedures are documented, including the 
availability of human resources. Several guidelines that 
can be implemented from this aspect. 

Policies for information security: A management-
approved information security policy and topic-specific 
policies should be created, publicized, acknowledged by 
the appropriate staff and interested parties, and 
reviewed on a regular basis and whenever there are 
major changes. Create an information security policy 
document including the required procedures based on 
the implemented Annex A Controls. Security policy 
should contain statements concerning: an explanation of 
information security, guidelines for all information 
security-related operations. 

Segregation of duties: To lower the possibility of 
fraud, mistakes, and information security control 
circumvention. Policy and procedures related to 
segregation of duties as documented information. Each 
person in the company has different duties to avoid 
conflicts of interest: proposing, approving, and carrying 
out a change, asking for, approving, and implementing 
access rights, creating, planning, and evaluating code, 
creating software and managing production systems., 
utilizing and managing applications, utilizing 
applications and managing databases, creating, 
auditing, and guaranteeing. 
 
The Fulfilment of Aspects of Security and Reliability of the 
System and/or Network Including Networks Provided by 
Other Parties 

In this aspect, relationships with third parties need 
to be monitored and evaluated so that the services used 
are in accordance with the agreed service level 
agreement (SLA). Guidelines for this aspect can be seen 
in Table (Kusmayasari et al., 2023). 

Monitoring, review and change management of 
supplier services: Changes in supplier information 

security procedures and service delivery should be 
routinely observed, reviewed, assessed, and managed 
by the company. Policy and procedures related to 
monitoring, review and change management of supplier 
services as documented information. The company is 
obliged to evaluate the performance results of third 
parties as a reference for continuing or terminating the 
cooperation contract. 

Information security for use of cloud services: 
Procedures for purchasing, utilizing, managing, and 
terminating cloud services ought to be set up in 
compliance with the information security needs of the 
company. Policy and procedures related to information 
security for use of cloud services as documented 
information. The IT team must determine tasks and 

duties pertaining to cloud service management and use. 
Define its methodology for tracking, analyzing, and 
assessing continuous cloud service use to control 
information security threats. 
 
Table 5. The fulfilment of aspects of security and 
reliability of the system and/or network including 
networks provided by other parties 
BI Aspect ISO 27001:2022 Annex A 

The Fulfillment of Aspects of 
Security and Reliability of 
The System and/or Network 
Including Networks 
Provided by Other Parties 

A.5.22 Monitoring, review and 
change management of supplier 

services; A.5.23 Information 
security for use of cloud 

services 

 
The existence of a Business Continuity Plan (BCP) 

that can guarantee the continuity of the implementation 
of fund management activities. The BCP includes 
preventive measures and disaster recovery plans in the 
event of an emergency or disruption that results in the 
main system for implementing fund management 
activities being unusable. 

This aspect is implemented to ensure that business 
operations can continue in the event of a disaster in one 

of the environments, the guidelines for which can be 
seen in the Table. With a BCP, business operations can 
continue in a backup/other environment. 

Information security incident management 
planning and preparation: By defining, developing, and 
disseminating information security incident 
management procedures, roles, and duties, the company 
may plan and get ready to handle information security 

incidents. Policy and procedures related to information 
security incident management planning and preparation 
as documented information. Putting in place an incident 
management procedure to give the company the ability 
to handle the administration, documentation, detection, 
triage, prioritizing, analysis, communication, and 
coordination of interested parties involved in 
information security incidents. Putting in place an 
incident response procedure that enable the company to 
evaluate, address, and gain knowledge from 
information security occurrences. 
 
Solution Architecture Design Creation 

To create a cloud-based solution architecture 
design, we first sampled the infrastructure architecture 
from PT XYZ which is SME in PSP category 3, including 
their technology stacks. We then used a systematic 
method for creating and enhancing systems that 
incorporates both technical and management elements is 
called system analysis and design, or SAD. It entails 
evaluating current systems, pinpointing areas in need of 
development, and creating new or improved systems to 
achieve predetermined goals to comply with Bank 
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Indonesia capability system requirement. SAD is 
essentially the process of determining what a system 
must perform (analysis) and then how it will accomplish 
it (design) (Rijal & Bakri, 2023). 
 
Planning 

The planning phase is the essential step in figuring 

out why an information system should be constructed 
and how the project team will approach its 
development. The purpose of this planning phase is to 
determine whether the project is feasible and worth 
continuing (Hubais et al., 2023). 

The plan is to improve the current cloud 
infrastructure design to meet Bank Indonesia's 
requirements (Francis, 2023). 
 
Analysis 

Analyzing the current cloud infrastructure and its 
constituent parts is the next stage. Finding existing 

systems, identifying areas for improvement, and 
creating concepts for new systems are the objectives of 
this investigation. The following Figure 3 shows a 
diagram of the existing cloud infrastructure at PT XYZ. 

 

 
 

Figure 3. PT XYZ cloud infrastructure diagram 

 
From the infrastructure diagram above, analyze the 

cloud components used which can be seen in Table 5. 
The results of the component analysis above revealed 
gaps in Bank Indonesia's requirements, namely having a 
disaster recovery center/secondary zone as part of the 
Business Continuity Plan and implementing 
redundancy to maintain high system availability. 
Furthermore, business continuity will be implemented 
in the cloud infrastructure by planning to deploy 
systems in more than one zone and high availability will 
be ensured by implementing redundancy across 
multiple zones. 
 

Design 
The next phase is to improvise the existing 

infrastructure design by adding gaps that were 
previously identified in the analysis phase can be seen at 
and the new design adapted to the improvements 
needed can be seen in Figure 4. 

In the Figure 4, it can be seen that the architectural 
design of PT XYZ has implemented a disaster recovery 
center using Zone B in the same region and redundancy 
in each Zone to ensure business continuity and maintain 
high system availability when an incident occurs in one 
of the Zones. 
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Figure 4. PT XYZ improvement design 

 
Implementation 

In this phase, implementation is carried out by PT 
XYZ, the author only conducting socialization and give 
solution architecture design. 
 
Socialization 

The author first conducted socialization to the PT 
XYZ regarding the IT guidelines. The outreach is carried 
out so that the internal team can understand the points 
contained in the IT guidelines and why they need to be 
implemented. In addition, this outreach session also 
serves as a form of question and answer forum if there 
are still unclear points related to the IT guidelines (Ton, 
2023). For documented policies and procedures, several 
are already in place by PT XYZ. It is hoped that with this 
IT guideline, PT XYZ, can prepare the points required by 
the system capability requirements of Bank Indonesia 
and successfully face IT audits from external parties. For 
cloud-based architectural designs, outreach is also 
conducted, particularly for IT teams, to enable them to 
implement them within their cloud service providers. 
This also ensures smooth implementation and stable 
system operation without interruption. 
 
Monitoring 

The authors then monitored the implementation of 
the guidelines and the new infrastructure design to 
ensure proper implementation. Discussions continued 
throughout this monitoring period. 

Once everything is ready, PT XYZ conduct an IT 
audit with an external party within the specified 
timeframe. After the audit, PT XYZ found several 
inconsistencies, but they were not significant and have 

been corrected by PT XYZ and verified by the auditor, as 

seen in Figure 4.3.  The final result of the IT audit report 
was stated by the auditor, that the system implemented 
by PT XYZ is appropriate and in accordance with Bank 
Indonesia's requirements, as seen in the Figure 4.4. With 
this, PT XYZ has passed the IT audit and will then 
submit the IT audit report to Bank Indonesia along with 
other required documents (Sulaiman, 2023). 
 
Validation 

The main objective in conducting the validation 
process is to confirm that this framework provides IT 
audit guidelines that are sufficiently detailed and 
comprehensive, equipped with a solution architecture 
that is sufficient for SMEs while still meeting the 
requirements of Bank Indonesia. 
 
Participants Selected for the Validation 

Three experts were asked to interview and assess 
the framework as part of this validation. Their 
knowledge and expertise can be used to evaluate the 
framework's advantages and disadvantages, point out 
areas that need development, and provide suggestions 
for future framework optimization. 
Riki Andi Nugraha. Role: Senior Auditor at TUV 
Rheinland Indonesia Relevant Criteria: Riki is a senior 
auditor with a wealth of experience in information 
security management systems and IT audits, especially 
in the fintech sector. He has conducted IT audits for Bank 
Indonesia and holds several certifications, including 
Lead Auditor ISO 27001. Riki has the expertise and 
understanding required to validate this thesis because of 
his background and skill set. 
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Sri Hardianti Abdullah. Role: Director and Senior 
Auditor at PT Mega Global Solusindo. Relevant Criteria: 
Anti is a director and auditor with a long background 
working in the internal audit division of a well-known 
category 1 PSP fintech company in Indonesia. He 
resigned from that position and founded PT Mega 
Global Solusindo where his company focuses on IT audit 
services for the needs of Bank Indonesia (BI) and the 
Financial Services Authority (OJK), vulnerability 
assessment and penetration testing (VAPT) and ISO 
27001 assistance consultants. With a wealth of 
experience, especially in handling IT audits for Bank 
Indonesia, it is hoped that the validation carried out will 
provide much enlightenment and improvement as 
expected by the author. 

Aditya Rangga Putra. Role: Solution Architect at PT 
Data Sinergitama Jaya Tbk (Elitery). Relevant Criteria: 
Adit currently works as a solution architect for a large IT 
managed services provider and system integrator. He 
has a background as a cloud engineer and architect 
before reaching his current position. With his 
competence and experience, he is expected to provide 
broad and comprehensive feedback and insight into this 
thesis.  
 
Questions 

In conducting validation, the author has created 
several sets of questions that will be asked to 
participants which can be seen in the Table 6. 

 
Table 6. Questions 
Topic Question 

Assessment and compliance What do you think about this framework in relation to BI regulation? 
Can it comply with BI regulation? 

Can this framework help SME success pass the IT audit from external parties? 
Difficulties and solutions What are the challenges of this framework? 

How can we mitigate this? 
Insights derived from experience Based on your experiences, what aspects should SME focus on to comply with BI regulation? 

Optimization What steps we can take to optimize this framework in the future? 

Relevance with the industry What modifications are required to bring this framework into compliance with the industry's 
present demands? 

 
Only the most important questions are included in 

this list. Further follow-up questions may be asked 
during the actual interview if necessary to elucidate 
answers and obtain more in-depth understanding 
(Tumwebaze et al., 2022). Based on validation from the 
participants, mapping the capability requirements of 
Bank Indonesia's system to ISO 27001:2022 Annex A 
Control provides guidance in implementation, which 
helps SMEs in PSP category 3. It can provide a great 
opportunity for SMEs to pass IT audits from external 
parties with satisfactory results and can be provided to 
Bank Indonesia (Panjaitan et al., 2023). 
 

Conclusion  
 

Based on the experimental results, several 
conclusions can be drawn: Mapping controls from Bank 
Indonesia's system capability framework for payment 
services to ISO 27001:2022 Annex A controls make it 
easier for PSPs to implement all required aspects as 
determined by Bank Indonesia. This IT Audit Guideline 
provides a clear overview of each required aspect, a 
situation that previously faced a lack of detailed 
understanding among PSPs in the SME sector. The 
selection of ISO 27001:2022 Annex A Controls and 
solution architecture tailored for SMEs makes it easier 
for them to implement them without requiring high 
effort and costs while still meeting Bank Indonesia's 

requirements. The combination of IT audit guideline and 
solution architecture has an impact on the results of IT 
audit that have been carried out with only a few findings 
found by external auditors and the result PT XYZ pass 
the IT audit, which means that this framework has a very 
good impact on PSP, especially at the SME level. 
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