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Abstract: Cyber threats have become a serious challenge to national defense. 
Although Indonesia has a high cybersecurity index, a series of significant 
incidents against government institutions indicate urgent vulnerabilities 
that need to be addressed through a more resilient defense architecture. This 
study conducted a systematic literature review (SLR) to identify the results 
and practices of implementing the TOGAF, DoDAF, and COBIT (TDC) 
frameworks in the cyber defense domain. The results indicate that the 
literature is dominated by qualitative studies (53%) and COBIT framework 
implementations (73%), especially in government agencies (67%). The 
analysis yielded four main themes: improved governance and compliance, 
optimized risk management, strengthened security posture, and 
architectural and operational efficiency. The literature's focus on the first 
two themes signals a strategic shift from technical solutions to a governance- 
and risk-based approach. The study concludes that an effective approach to 
modern cyber defense is through integrating the specific strengths of each 
framework: COBIT for governance, DoDAF for operations, and TOGAF for 
architecture.  
 
Keywords: Cyber risk; Cyber security; Cyber threats; Security architecture; 
Security resilience 

  

Introduction  
 

Advances in information and communication 
technology have a positive impact as well as a serious 
threat in the context of national defense (Kshetri, 2005; 
Septipalan et al., 2024; Yasmin & Yulianto, 2024). 
Battlefield transformation in the cyber realm has become 
the fifth domain after land, sea, air and space (Ariyadi & 
Rizky Pohan, 2023; Juliana et al., 2024; Siroli, 2018). 
Asymmetric cyber threats demand that the country’s 
defense strategy adapt through the development of 
resilient, adaptive and layered information systems 
(Farhaoui et al., 2024; Marvin Immanuel et al., 2024). 

The technological paradox gives rise to threats such 
as supply chain attacks that subvert traditional concepts 
of territorial integrity and security (conventional 
warfare), thus requiring a comprehensive 
understanding of vulnerabilities in interconnected 

infrastructures (Bardin, 2024). As one example that the 
fifth domain of the universe is also a serious threat to the 
defense of a country is the war between Russia and 
Ukraine which has occurred on a full-scale since 2022 
(Pandey & Kumar, 2023). The war between Russia and 
Ukraine is essentially a hybrid war that integrally 
combines physical and cyber dimensions targeting a 
wide range of critical infrastructure, ranging from 
physical cyber systems to general computing networks, 
the objectives of these cyber operations are very diverse 
including attempts at destruction or disruption of 
services, data theft, as well as the dissemination of 
unexpected information either intentionally or 
unintentionally (Noor et al., 2023; Pandey & Kumar, 
2023; Siregar et al., 2024). 

This condition is relevant globally, including in 
Indonesia, Indonesia's cyber defense received a high 
score of 95-100 which was classified as “Role-modelling” 
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in cyber defense according to the Global Cybersecurity 
Index including 4 other Asian countries such as 
Vietnam, Malaysia, Singapore, and Thailand 
(International Telecommunication Union, 2024; 
Tristantie & Dwi Nitami, 2024). Even though Indonesia 
is one of the countries that has a good level of cyber 
security in Southeast Asia, cyber attacks are still 
dangerous in Indonesia because several cases prove that 
the cyberattacks have succeeded in attacking the defense 
system in official government institutions such as 
breaking into access to the YouTube account of the 
Indonesian House of Representatives (DPRI) in 2023 (Aji 
& Artikel, 2023), leak of State Civil Apparatus (ASN) 
data at the National Data Center (PDN) in 2024 (Al 
Baihaqy et al., 2024), the 2024 Provisional National Data 

Center (PDNS) data leak that caused a number of 
government services, including immigration, to 
experience major disruptions (Ghalib et al., 2024), and 
the leak of NPWP data in 2024 at the institution of the 
Directorate General of Taxes (DGT) under the Ministry 
of Finance (Kusnadi, 2021). 

This vulnerability is not only a problem 
experienced by developing countries. Even countries 

with leading technological and military power such as 
the United States with a Power Index (PwrIndx) of 
0.0744, which is the country with the highest 
technological and military power in the world, followed 
by Russia and China, which have the same PwrIndx 
value, namely 0.0788, where the reference number of 
0.0000 is a perfect PwrIndx value that is impossible for 
any country to achieve (Global Fire Index, 2025). 
Nevertheless, cyber attacks can still occur in the United 
States. Several states such as California, Texas, Florida, 
New York, and New Jersey suffered losses of 
$3,089,000,000 due to cyber attacks (Sentinel One, 2025). 
This shows that superiority in the conventional realm 
does not necessarily guarantee security in the cyber 
realm. Therefore, preparing a robust defense system 
architecture is a crucial preventative measure to 
maintain national stability from modern threats. This 
architecture must be designed to consistently address 
cyber threats, which continue to evolve along with 
advances in information technology. Therefore, it is 
necessary to prepare the best defense architecture as a 
preventive measure against cyber attacks that can 
disrupt the stability of the country (Lehto, 2022). 

This research is highly relevant considering the 
current situation in Indonesia. Although the Global 
Cybersecurity Index classifies Indonesia's cyber 
defenses as high in the “Role-modeling” category, a 
series of significant cyber incidents have revealed 
pressing vulnerabilities. Various vital government 
institutions have been hacked, such as the hacking of the 
House of Representatives (DPR) YouTube account in 
2023, the leak of Civil Servant (ASN) data at the National 

Data Center (PDN) in 2024, the disruption of 
immigration services due to an attack on the Temporary 
National Data Center (PDNS) in 2024, and the leak of 
Taxpayer Identification Number (NPWP) data at the 
Directorate General of Taxes (DGT) in 2024. This series 
of attacks demonstrates the gap between international 
recognition and cyber defense capabilities in the field. 
Failure to protect strategic data assets and public 
services is not only financially detrimental but also 
threatens sovereignty and public trust (Hadiati & 
Pramuda, 2024; Wibisono, 2023). Therefore, research to 
build a more integrated and robust defense architecture 
model is an urgent need. 

 
National Defense 

Indonesian state defense in article 1 paragraph 2 of 
Law (UU) Number 3 of 2002 concerning State Defense is 
universal which involves all citizens and all regions 
which must be prepared early and organized in total by 
the government to uphold state sovereignty, territorial 
integrity and the safety of the entire nation from all 
threats (Government of the Republic of Indonesia, 2002). 
Defense system architecture is defined as a framework 
concept that will seek the best defense of the country 
(Garrett et al., 2011). In the defense architecture, there is 
also a framework to address cyberattacks as the fifth 
domain that has been recognized (Safitra et al., 2023). 
The defense information system architecture must 
always be improved to be adequate to deal with modern 
cyber threats that are increasingly developing along 
with the increasing capabilities of today's information 
technology (Steingartner et al., 2021). 
 
TOGAF, DoDAF and COBIT (TDC) Defense System 
Architecture 

State defense as a vital object of state sovereignty, 
the researchers remind the importance of an effective 
defense architecture for state defense (Costa et al., 2024; 
Jardim et al., 2022; Mustopo et al., 2024). The researchers 
identified several defense architectures that have been 
tested commonly used as Information Technology (IT) 
governance and globally recognized as TOGAF (de 
Oliveira etf al., 2021), DoDAF (Wang et al., 2024), and 
COBIT which is summarized as (TDC) in this study in 
order to provide a management framework that can be 
applied to the management of defense systems (Bhatia 
et al., 2023; Gaudêncio et al., 2024; Juma et al., 2023). The 
research will seek to combine the three popular 
frameworks to build a conceptual architecture 
foundation on better defense aspects that can address 
the latest attacks such as cyberattacks. 

The Open Group Architecture Framework 
(TOGAF) is a corporate architecture framework with a 
main focus on designing, planning, implementing, and 
managing information technology architectures that can 
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be adapted by the private industry and government in 
every phase that integrates the Architecture 
Development Method (ADM) (Hidayat et al., 2024). 
TOGAF ADM begins with the establishment of basic 
security principles in the early stages which are then 
aligned with the business vision in phase A. The core of 
the architecture design (Phases B, C, and D) involves the 
deep integration of security at the business, data, 
application, and technology levels through concrete 
activities such as threat modeling and data classification. 
The final stages, from implementation planning to 
governance and change management (Phases E to H), 
ensure that the security architecture that has been 
designed can be realized consistently and is able to 
adapt to various threat developments (Hidayat et al., 

2024). 
The Department of Defense Architecture 

Framework (DoDAF) is a military framework for 
planning complex operations by ensuring all systems, 
such as weaponry and communications, can work 
together effectively. DoDAF is often used to build short-
term architectures that are specific to each mission, such 
as hostage release or cyberattacks (Wang et al., 2024). 

The implementation process begins with defining 
mission objectives, continues with mapping out the 
tasks and who is involved and ends with selecting the 
right technology (Wang et al., 2024). The result is a 
complete picture of operations to analyze to find 
deficiencies, ensure all systems are connected, and 
reduce risk before the mission is executed (Wang et al., 
2024).  

Control Objectives for Information and Related 
Technologies (COBIT) is an IT governance and 
management framework that focuses on the control, risk 
management, and value creation of technology. The 
framework serves as a comprehensive guide for 
auditors, managers, and executives to ensure IT 
strategies align with business objectives, risks are 
effectively managed, and technology investments are 
proven to deliver optimal outcomes for organizations.  

The application of COBIT in a mission is carried out 
systematically through three main phases that cover the 
entire technology life cycle. First, at the planning and 
preparation stages of the Align, Plan, and Organize 
(APO) and Build, Acquire, and Implement (BAI) 
domains. The APO domain manage strategy will ensure 
that the technology strategy (e.g., the use of drones, 
communication networks, data analysis systems) 
actually supports the mission's main objectives. APO 
manage risk will identify and evaluate IT-related risks 
such as possible risks of communication being 
intercepted, navigation systems failing. APO budget and 
resource management will ensure that the allocation of 
funds and IT personnel for the mission is efficient and as 
needed.  If the APO domain is the framework for the 

entire operation then the BAI domain will build and 
implement the solution in a mission to be built, tested, 
and implemented securely and to specification. For 
example, ensuring that the command and control 
systems have passed safety testing before being used in 
the field. 

Second, during the execution of the Deliver, 
Service, and Support (DSS) mission the focus shifts to 
operations, where COBIT guarantees all systems are 
running reliably, any technical incidents are handled 
quickly, and cybersecurity is maintained actively and in 
real-time. For example, if a cyberattack occurs at the 
command network center, the DSS domain will take 
steps where the cybersecurity team immediately isolates 
the threat, blocks access, and restores the system without 

disrupting the surveillance operation. 
Finally, in the evaluation stage after the mission is 

completed Monitor, Evaluate, and Assess (MEA), 
COBIT is used to measure technology performance, 
verify compliance with all rules, and identify valuable 
lessons for future improvements. The monitoring and 
evaluation process will be a thorough assessment of the 
technology after it is used in the mission. This process 

includes an analysis of the performance and value 
provided by the technology, such as whether the system 
is running fast and reliable. In addition, an evaluation 
was also carried out on the effectiveness of the security 
and operational controls that have been implemented to 
find loopholes for improvement. And this process 
ensures that the use of technology during missions has 
complied with all applicable internal policies and legal 
regulations. 

 
TDC Research Review in the field of Defense Systems 

Recent reviews of research related to TDC contain 
limitations and limitations. In line with the development 
of wars with a cyber dimension, some of them (Douzet 
& Gery, 2021; Liebetrau, 2022; Willett, 2023) has seen a 
different perspective from the shift of conventional 
physical warfare to the serious threat of technology in 
the form of cyber warfare. In addition, this review 
focuses on the effects of cyberattacks on the geopolitical 
aspect where the country must see this cyberattack as a 
domain of confrontation between countries for national 
security and the systematic aspect where the effects of 
cyber attacks such as malware on the system can 
threaten the stability of the country, European countries 
such as France, the Netherlands, Norway do not yet 
have a coherent strategic framework for this cyber threat 
because it focuses on conventional warfare. 

Other related reviews have examined TDCs where 
COBIT and TOGAF can be used simultaneously 
(Seyboth & Beckmann, 2024), but requires further 
research on the joint operational implementation of 
multiple frameworks and studies of industry-specific 
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frameworks that may be more effective. Dissertation 
from Carolina et al. (2023) stating that traditional 
frameworks are inadequate to model the interactions, 
data flows, and digital opportunities that arise from 
cross-company collaboration in a single sectoral supply 
chain, so a new framework tailored to needs is needed. 

To address these challenges, various architectural 
frameworks such as TOGAF, DoDAF, and COBIT have 
been widely used for Information Technology (IT) 
governance and defense. However, previous research 
tends to have limitations. Some studies examine these 
frameworks separately or simply combine the two 
frameworks, leaving open the need for further research 
on more comprehensive, joint operational 
implementations. Other studies even conclude that 

traditional frameworks are often inadequate for 
modeling the complex interactions and data flows 
involved in modern cyber threats, necessitating a new 
framework tailored to specific needs. Our study of the 
TDC framework highlights the need for the integration 
of joint frameworks to meet specific needs and meet the 
challenges of cyber warfare.  

Motivated by gaps highlighted by other studies 

and based on ongoing questions from personnel, 
institutions, and policymakers, we conducted a 
systematic review of the TOGAF, DoDAF, and COBIT 
(TDC) defense system architecture literature with the 
goal of examining empirical outcomes related to 
effectiveness and efficiency. Specifically, we sought to 
identify key outcomes and practices of interest in TDC 
studies and contextualize our findings within broader 
defense system trends. The novelty of this research lies 
in its approach of conducting a systematic literature 
review (SLR) that specifically examines the combined 
implementation outcomes and practices of three key 
frameworks TDC in the cyber defense domain. This 
research fills a gap in the literature by not focusing solely 
on one or two frameworks, but rather synthesizing the 
strengths of all three to build a foundation for a more 
integrated conceptual architecture model. Thus, this 
research aims to identify best practices and empirical 
outcomes from the application of these three 
frameworks as a foundation for designing a more 
holistic, adaptive, and resilient cyber defense 
architecture against modern threats. The primary 
research question guiding our review is, in TDC 
(focused on defense against cyber attacks), what positive 
and negative practices are mentioned in the published 
literature? To answer this question, we first identify TDC 
practices in the defense domain that are expected to be 
reported in published TDC research, leading to the 
identification of two supporting research questions: (a) 
what are the outcomes of TDC framework 
implementations in the cyber defense domain that have 
been reported in these studies? and (b) what 

implementations have been reported in published 
TOGAF, DoDAF, and COBIT research in cyberspace? 

 

Method 
 

We adopt a broad conceptualization of TDC that 
includes effectiveness and efficiency with the aim of 
creating a new framework that is applicable to the 
challenges of cyberattacks. The perspective that different 
types of frameworks provide a diverse range of cyber 
defense experiences globally will guide the design, 
implementation, and analysis of our review (Katsantonis 
et al., 2023; Perwej et al., 2021). 
 
Design and Process of Systematic Review Search 

Our systematic literature review research follows 
the generally recognized guidelines of PRISMA 2020 
which describe the reporting criteria, the researcher 
reserves the right to determine the number of words, the 
number of sections, and the maximum number of tables 
and images that can be included in the main article 
(Dehesh, 2024; Nezameslami et al., 2024; Parums, 2021). 
We use 6 academic databases, Scopus, Taylor & Francis 
Online, JSTOR, IEEE Xplore, ACM Digital Library. We 
used three sets of search terms in six academic 
databases. The term set will narrow the scope to studies 
focusing on TOGAF, DoDAF and COBIT defense 
systems (see Table 1). We select search terms through a 
review of the titles, abstracts, and keywords of articles 
that have been identified as relevant in consultation with 
expert advisors in the field of defense and cybersecurity. 
The search terms in each set are separated by the “OR” 
operator and the two sets of search terms are combined 
using the “AND” operator We are looking for studies 
published between 2022 to 2025, a period that aligns 
with the review published and corroborated by our 
expert advisory panel (Table 1 and Figure 1 detail the 
process, the latter including a PRISMA Flowchart for the 
search and screening process). Through an automated 
search process, we remove duplicate data in each 
database once it has been compiled. The results of the 
search strategy (database search) resulted in a total of 
372 data. 
 
Data Screening and Feasibility 

Sifting through 372 data, we read each abstract and 
used a decision tree to identify relevant studies based on 
inclusion criteria, namely the data is a scientific article, 
the publication year range is between 2022 and 2025, 
focusing on cyber defense in 3 frameworks TOGAF, 
DoDAF, and COBIT. 

 The TOGAF, DoDAF, and COBIT framework 
reports are intended to review broadly to achieve a new 
conceptuality in the architecture of cyber defense 
systems. The initial screening process excludes 
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publications that are oriented not to scientific articles 
such as theses, theses, and dissertations. Furthermore, 
through an abstract review, we eliminated 317 data that 
did not meet the criteria, for example because they were 
outside the specified publication year range or focused 
on a different topic. Of the remaining 317 articles, we 
conducted a full-text review. After this in-depth 
evaluation, 40 articles were again excluded because they 
were found not to meet the inclusion criteria. 

 
Table 1. The Search Term Used in Database Searches 

TOGAF Operator DoDAF 

“TOGAF” OR “DoDAF” 

OR “COBIT” AND 
“cyber” OR 

“effectiveness” OR 
“efficiency” 

Note: The asterisk "" is a word cutting symbol, which directs 
search engines to find a specific word shape. 

 

 
Figure 1. Prisma flowchart, based on the provisions of prisma 

(Parums, 2021) 

 

Quality Assessment 

Quality assessment is carried out with several 
factors. We employ experts to provide external feedback 
throughout the process, our review team is made up of 
experts in research methodology and with previous 
experience in conducting systematic reviews. The 
quality criteria we have previously established include 
ensuring that the study provides relevant information, 
basic information about the research methods and data, 
and sufficiently detailed findings. We chose this 
criterion because our review was designed to be 
configurative, not aggregative, with a focus on 
identifying the efficiency and effectiveness of the TDC 
framework. In addition, we chose to only include peer-
reviewed articles in our final sample, as the process 

proves that a quality assessment has been conducted. In 
addition, we specifically look for articles that adequately 
describe the methods and sizes of research as well as 
data collection tools/instruments, and present clear data 
to support claims. The research team met to discuss 
opinions and quality evaluations for each study and 
ensure consistent application of quality criteria. During 
the quality review, team members agreed on four 
studies that did not meet the quality criteria. The final 
sample includes 15 scientific articles. 

 
Data Analysis 

The analysis was carried out thematically, as 
described by Braun et al. (2023), involves data 
recognition by reading and identifying findings, initial 
code, grouping themes, defining themes, and writing 
findings with found evidence. The articles in our final 
sample represent a diverse range of research designs 
that produce qualitative and quantitative data, we use a 
systematic synthesis review approach on qualitative 
research followed by thematic analysis methods (Vors & 
Bourcier, 2022; Younas et al., 2021). The method of 
thematic analysis, as well as explicitly stating the themes 
that emerge from the selected literature and detailing 
how the qualitative synthesis is structured (e.g., the 
thematic encoding of the advantages of the TDC 
framework). Sources are categorized based on these 
themes, ensuring a structured synthesis of findings. This 
approach allows for a deeper contextual understanding 
of complex issues such as TDC adoption across a wide 
range of industries with a focus on cyber defense.  

In order for data extraction to be easily understood, 
a code book that mentions and describes the main 
coding categories of interest and provides sample code 
we create in a table (Hilmi et al., 2023). We tested all the 
code and resolved any discrepancies through group 
discussions, and reached 100% agreement on the coding 
decision before proceeding to fully code a 
comprehensive research suite. To do so, we use a manual 
iterative process to modify the codebook based on 
emerging trends. We add, revise, and rearrange code 
until we reach a code usage agreement point. 

Table 2 coding, we aggregate data that allows us to 
identify trends in the data (Lee et al., 2024). We code data 
categories based on the framework, using combinations 
to manage processes across data sets. Coding is carried 
out on all articles with the categories of country, year, 
implementation, type of framework, publication 
channel, type of research, research results, overall 
findings. The data provide a general description of the 
results of the framework included in the final sample. 
We then construct the synthesis in an inductive manner 
as we prioritize predefined practices related to the 
efficiency and effectiveness of the TDC framework.
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Table 2. Coding Categories for Data Extraction and Analysis 

Categories Coding Explanation Code Examples 

Country Name of the country where the research was conducted Indonesia, United States 
Year Year the article was published 2021, 2022, 2023 
Implementation Description of where the research was conducted Defense Industry, Command Center  
Types of Frameworks Description of the framework used TOGAF, DoDAF, COBIT 
Publication Channels Description of the journal in which the study was published Journal of Information Systems 
Types of Research Types of research conducted based on methods and data Quantitative, qualitative, mixed methods 

Research Results Types of results reported by the author 
Can or may not be implemented on cyber 

threats 
Overall Findings General level of reported results Positive, negative, null 

Result and Discussion 
 
Results 

The 15 research articles in the final review were 
published across three journal themes: computing, 
engineering and technology, and defense, all focusing 
on cybersecurity defense frameworks, or the 

development of defense frameworks and systems. The 
results show that none of the articles in our sample were 
published before 2022, and only two (13%) were 
published in the first half of the period before 2024. 
Thirteen articles (87%) of the final sample were 
published between 2024 and 2025 (see Figure 2).

 

 
Figure 2. Research characteristics of the reviewed article 

 

Figure 2 shows the general characteristics of the 
reviewed literature. Geographically, research is 
dominated by studies from Europe (33%) and Asia 
(27%). Methodologically, there is a strong skew toward 
qualitative research, with 8 articles (53%) focusing 
primarily on qualitative data, and 7 (47%) on 
quantitative data. Regarding reported results, the 
majority of studies (9 articles (60%) demonstrated 
positive findings from the application of the framework, 
with only 5 (33%) reporting negative results and 1 (7%) 
reporting no significant impact. 

In terms of frameworks applied, COBIT is 
significantly the most discussed, appearing in 11 articles 
(73%) while the remaining 4 articles (27%) discuss the 
TOGAF and DoDAF frameworks, the COBIT and 
TOGAF frameworks simultaneously are present in 1 

article, there are also 2 articles that discuss DoDAF 
specifically and 1 article discusses DoDAF and TOGAF 
simultaneously, TOGAF is not specifically discussed in 
one article but a combination of several frameworks 
such as TOGAF and COBIT in 1 article and TOGAF and 
DoDAF in 1 article. In terms of framework 
implementation, the majority of its application is in the 
government agency environment (67%), compared to 
the defense industry or military sector (33%). 
 
Discussion 

In order to answer the formulation of the research 
problem, we formulated four thematic classifications for 
the results found in the literature. These categories, 
which are inductively excavated from relevant studies, 
include: (1) Improved Governance & Regulatory 
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Compliance. (2) Optimization of Cyber Risk 
Management. (3) Strengthening Posture and Security 
Resilience, and (4) Architectural and Operational 
Efficiency.  

Table 3 shows that the majority of findings we 
analysed centered on the first two categories, 
highlighted in 15 studies (approximately 53%) or 8 
findings articles in this domain, for example by 
“achieving better regulatory compliance” and “having a 

more structured threat identification process”. 
Meanwhile, several other studies reported impacts on 
Strengthening Security Posture and Resilience (33%), 
such as “faster incident response times” and “increased 
visibility into critical assets”. Findings related to 
Architectural and Operational Efficiency appeared with 
less frequency (13%), with examples being 
“standardization of workflows” and “elimination of 
redundancies in systems”. 

 
Table 3. Summary of Main Themes and Their Frequency from Reviewed Articles 

Categories Coding 
Number of articles (% of 

the entire sample) 
Subcategories 

Improved Governance & Regulatory Compliance 
53 

Achieving better regulatory compliance 

Cyber Risk Management Optimization A more structured threat identification process 

Posture Strengthening and Security Resilience 34 
Accelerated incident response time, Increased 

visibility on critical assets 
Architectural and Operational Efficiency 13 Standardization of workflows 

a. Based on the decreasing frequency (n = 15). 

Improved Governance & Regulatory Compliance 

A significant portion of the literature reviewed 
shows that architecture and cybersecurity frameworks 
play an important role in establishing and maturing 
information technology (IT) and security governance 
functions. Frameworks such as COBIT are often the first 
choice to ensure structure, accountability, and alignment 
with organizational goals (Arimurti et al., 2024; Bernika 
et al., 2021; Nasiri, 2023; Nugraha & Hendrik, 2024). 
Research such as Russo et al. (2024) highlights how 
COBIT provides a comprehensive IT governance 
framework to align IT with business strategy, optimize 

resources, and manage risk. 
Furthermore, this framework is a measuring tool 

and guide to achieve compliance with applicable 
standards and regulations. Study by McIntosh et al. 
(2024) using CMMI and COBIT to evaluate the maturity 
of security governance, ultimately helping organizations 
achieve compliance with security standards. This is 
reinforced by research Proudfoot et al. (2025) which 

explicitly offers a governance model to help 
organizations comply with various existing regulations. 
The function of measuring the level of maturity as part 
of governance is also emphasized by Fadya & Utama 
(2025) which uses a combination of NIST CSF and 
COBIT 2019 to measure and improve an organization's 
security maturity. 

However, the roles of TOGAF and DoDAF are also 
crucial in achieving effective governance (Kartika & 
Yolanda, 2024; Putra & Anggreani, 2022). TOGAF acts as 
a bridge that translates high-level governance policies 
(defined by COBIT) into concrete architectural 
blueprints. Through the Architecture Development 
Method (ADM), TOGAF ensures that compliance and 
governance requirements are integrated early in the 

design of business, data, application, and technology 
architectures. Meanwhile, DoDAF ensures that these 
governance principles are effectively implemented at the 
operational level. In the context of specific military 
missions, DoDAF provides Operational Views (OVs) 
and System Views (SVs) that visualize how an operation 
complies with established rules, ensuring compliance in 
the execution of missions in the field. 
 
Cyber Risk Management Optimization 

Risk management optimization is the second 
central theme that emerges from the analysis. The 
framework provides a systematic approach and 
methodology for identifying, assessing, and managing 
cyber risks, thereby moving organizations from a 
reactive approach to a more proactive one. Research by 
Ali et al. (2024) specifically recommends the OCTAVE 
Allegro methodology for conducting risk assessments to 
effectively identify and manage cyber threats within the 
COBIT framework. 

A focus on risk reduction as a tangible end result is 
also reported (Ghozie Afiansyah et al., 2023; Lestari et 
al., 2024; Ramadhanty, 2024). Study by Fadya et al. 
(2024) found that the implementation of the NIST CSF 
framework can significantly reduce cyber risk, one of 
which is by encouraging better collaboration between 
stakeholders. This theme is not only limited to 
assessment, but also to the development of a sustainable 
risk management program (Balafif, 2023; Julianto et al., 
2024; Ramadhanty, 2024). Research McIntosh et al. 
(2024) explore best practices in this domain on the 
COBIT framework to help organizations build effective 
risk management programs over the long term. 

TOGAF role in this theme is proactive, managing 
risk at the architectural level (Mulyana et al., 2024; 
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Vernandy & Herdi, 2023). During the design phase 
(Phases B, C, and D), TOGAF integrates threat modeling 
and risk analysis to build security directly into the 
architecture, rather than as an add-on. This enables the 
identification and mitigation of architectural 
vulnerabilities before they are exploited (Elysia et al., 
2024; Putra et al., 2024). DoDAF, on the other hand, 
manages risk at the operational and mission levels 
(Stephanie et al., 2024). The framework is used to model 
interdependencies between systems within an 
operation, enabling the analysis of mission-specific risks, 
such as communications system failure or data 
interception, and ensuring all risks are mitigated before 
the mission is executed. 

 
Posture Strengthening and Security Resilience 

In addition to the managerial aspects, many studies 
report the positive impact of the implementation of the 
framework on operational and technical capabilities 
(Safarudin, 2021). It encompasses the entire security 
lifecycle, from identification to recovery, which 
collectively strengthens security posture and resilience 
(Khusumawati, 2024). Some studies have focused on 
improving detection and response capabilities. Li et al. 
(2024), presents a structured guide to building an 
effective cyber defense system, including security 
monitoring, threat detection, and incident response 
through the DoDAF framework. Similarly, Lubis et al. 
(2025) Propose a multi-layered defense model to detect 
and respond to threats more effectively. 

Increased defense capabilities in general are also in 
the spotlight (Isdiyanto, 2024), as shown by 
Aghamohammadpour et al. (2023) which develops a 
technically-oriented approach to strengthen cyber 
defenses and helps analysts deal with incidents with the 
DoDAF framework. Ultimately, the goal of posture 
strengthening is to achieve endurance (Resilience). This 
theme is explicitly discussed by Busch et al. (2025) which 
offers a framework for measuring and improving cyber 
resilience, which is defined as an organization's ability 
to survive and recover from cyberattacks. 

TOGAF contributes to security resilience from a 
strategic and long-term perspective. By designing a 
structured and modular enterprise architecture, TOGAF 
helps create inherently more resilient systems, reduces 
single points of failure, and simplifies security 
management across the organization. Meanwhile, 
COBIT ensures that processes for maintaining a robust 
security posture are actually implemented and 
continuously monitored (Fatin et al., 2024). Through the 
Deliver, Service, and Support (DSS) and Monitor, 
Evaluate, and Assess (MEA) domains, COBIT provides 
controls to ensure incident response plans are regularly 
tested and security performance is continuously 

measured (Hambali, 2021), as implied by a study by 
Busch et al. (2024) on cyber resilience measurement. 

 
Architectural and Operational Efficiency 

Although it comes with lower frequencies, this 
theme highlights the important role of frameworks in 
creating an integrated and efficient security architecture 

(Dwi Shandika, 2024). Instead of having separate 
security controls, frameworks like TOGAF help 
integrate security into business processes and system 
development lifecycles (Firnaldo et al., 2023). Research 
by Konnon et al. (2023) demonstrates how TOGAF can 
be used to provide comprehensive guidance that 
integrates cybersecurity into the entire system 
development lifecycle. 

This approach results in a more cohesive and 
holistic architecture (Busch & Zalewski, 2024). It offers a 
comprehensive cybersecurity architecture model that 
integrates various security technologies and processes to 
support more reliable systems. This is in line with a 
literature review by Barkat Ullah et al. (2024), which also 
results in a comprehensive security architecture model 
based on in-depth analysis. Overall, the theme 
emphasizes how frameworks can prevent security silos 
and generate operational efficiencies through structured 
architectural design (Hutagalung et al., 2024). 

The DoDAF focuses on achieving operational 
efficiencies. By providing a clear and standardized view 
of complex operations, the DoDAF ensures 
interoperability and synergy between various systems, 
personnel, and data flows, resulting in more effective 
and efficient mission execution. COBIT’s role in this 
theme is as a governance framework that ensures that 
architecturally (by TOGAF) and operationally (by 
DoDAF) designed efficiencies can be measured and 
accounted for (A’yuni et al., 2023). COBIT provides 
metrics to assess whether technology investments are 
delivering optimal value and whether resources are 
allocated efficiently, which aligns with the primary 
objectives of IT governance (Yolanda et al., 2023). 

 

Conclusion  

 
This systematic literature review examines the 

implementation of the TOGAF, DoDAF, and COBIT 
(TDC) frameworks in the cyberdefense domain. The 
analysis of 15 articles indicates that the implementation 
of these frameworks tends to yield positive outcomes, 
with a significant implementation focus on government 
agencies and the defense industry. Thematic analysis 
classifies implementation outcomes into four main 
categories. The reviewed literature predominantly 
highlights the role of COBIT in establishing robust 
governance and risk management. Other emerging 
themes, such as strengthening cybersecurity posture and 
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resilience and architectural and operational efficiency, 
indicate the important role that operationally focused 
frameworks like DoDAF and architectures like TOGAF 
can play. The literature’s predominant focus on 
governance and risk signals a strategic shift from purely 
technical cyber solutions to more structured, 
management-based approaches. Based on these 
findings, it is recommended that practitioners consider 
an integrated approach that combines the strengths of 
each framework, such as leveraging COBIT for 
governance foundations, TOGAF for enterprise 
architecture planning, and DoDAF for mission-critical 
operational needs. Recommendations for future 
researchers include addressing the literature gap by 
examining the effectiveness of combined 

implementations of multiple frameworks, expanding 
the research context to the private defense industry, and 
conducting more quantitative studies to complement the 
current predominance of qualitative data. It should be 
acknowledged that the generalizability of these findings 
has limitations. This review was limited to literature 
from six academic databases within a narrow timeframe 
(2022–2025) and was based on a relatively small sample 

(15 articles). Furthermore, this review did not include 
gray literature such as theses or dissertations, which 
could have provided additional insights. These 
limitations define the scope of this review and open up 
opportunities for broader systematic research in the 
future. 
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