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Abstract: Mobile app trojans are becoming an increasingly serious threat to personal
information security. They can cause severe damage by exposing sensitive and
personally-identifying information to malicious actors. This paper’s contribution is a
comprehensive review of the attack vectors for trojan attacks, and ways to eliminate the
risks posed by attack vectors and generate settlement automatically. As such, such
attacks must be prevented. In this study, we explore to find how to detect the trojan attack
in detail, and the way that we know in machine learning. A review is conducted on the
state-of-the-art methods using the preferred reporting items for reviews and meta-
analyses (PRISMA) guidelines. We review literature from several publications and
analyze the use of machine learning for on-device trojan detection. This review provides
evidence for the effectiveness of machine learning in detecting such threats. The current
trend shows that signature-based analysis using various metadata, such as permission,
intent, API and system calls, and network analysis, are capable of detecting trojan attacks
before and after the initial infection.
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Introduction

The development of mobile devices has brought
security challenges, reports from Weichbroth & Lysik
(2020), explained that mobile devices such as Android
have become one of the main targets for attackers to
spread mobile malware, especially Trojan viruses. In the
context of security evaluation Riadi et al. (2022)
describes a trojan attack capable of stealing mobile
device user credentials such as important information
including system information, contacts, call logs,
messages, and full access to the victim device's system
directory. In a literature review conducted by Alzubaidi
(2021), malware such as trojan viruses infect Android
mobile devices via Google Play. The rise of cybercrimes
targeting Android devices with Malware, (Saeed Jawad
& Hlayel, 2022) informed one of the most popular
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malware of which is the Remote Access Trojan (RAT)
which allows potential malicious users to control the
system remotely, malware infection according to (Du et
al., 2022) can be caused by social engineering, besides
that malware developers use Fully Undetected (FUD)
techniques this makes users unable to detect it.

Another study conducted by Zhao (2022), informs
that hackers have made a lot of efforts to produce
malware and find mobile device vulnerabilities,
therefore an understanding of the concept of trojan
malware infection, and mobile device vulnerabilities
need to be understood by users. The issue of preventing
cell phone viruses is very important. The development
of handling mobile device vulnerabilities from trojan
malware has been carried out by applying detection
using machine learning. Mcdonald et al. (2021a),
proposes the naive Bayes algorithm to mine trojan
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criminal case clues on mobile devices, it helps to detect
and find viruses at the very beginning of an attack. This
is reinforced by the statement from (Ullah et al., 2022)
which investigated the effectiveness of four machine
learning algorithms (Random Forest, Support Vector
Machine, Gaussian Naive Bayes, and K-Means) in
classifying apps as malicious or benign. Seeing the
importance of the issue of mobile device vulnerability to
trojan malware and the potential for machine learning
algorithms to support trojan detection, it is interesting to
conduct a study that can provide complete insight
regarding the method of how trojans infect mobile
devices and their spread, factors that motivate infection,
cases that arise as a result of these infections, as well as
the role of machine learning algorithms in dealing with
the vulnerabilities that these mobile devices have against
trojans.

This paper’s contribution is a comprehensive
review of the attack vectors for trojan attacks, and ways
to eliminate the risks posed by attack vectors and
generate settlement automatically. We identify evidence
from research by considering the infection mechanism of
the trojan, the device, and the machine learning
algorithm used to detect the trojan. The main result is a
comprehensive picture of trojan malware, the
mechanism of trojan infection on mobile devices along
with examples of cases that occurred on victims, as well
as the effectiveness of machine learning algorithms in
detecting trojans. The remainder of this paper is
organized as follows. In the second part, we provide an
overview of trojan malware.

The third section presents the research objectives
and questions, which we will answer based on the
results of a systematic review. In the fourth section, we
describe the research method we followed during the
systematic review, and we provide details for each of the
steps involved. In the fifth section, we present the results
of assessing the quality of the studies included in the
review and answering research questions based on data
taken from the selected studies. In the sixth section, we
discuss research suggestions and in the final section, we
conclude.

Trojan on Mobile Device

Malware in mobile applications, based on their
purpose and behavior, is divided into several categories
including trojans, viruses, worms, botnets, spyware,
annoying advertising tools, etc. Trojans are malware that
silently performs destructive actions such as stealing
user information, damaging devices, changing system
settings, and loading malicious applications (Ullah et al.,
2022).
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Method

We conducted this research as a systematic review
by following the PRISMA guidelines (Ramadhan &
Setiyani, 2020). The PRISMA guidelines provide several
items that need to be considered in preparing a
systematic review. In this study, we will mainly focus on
several key items: the problem statement, the proposed
solution, and the demonstrated effectiveness. This help
form the basis of our assessment. Initially, we collected
recent studies on on-device trojan detection and the
potential of machine learning algorithms in detecting
trojans based on a few select keywords. Then, we apply
eligibility criteria to the collection. We only select
literature published in 2017 or later to provide an
overview of the latest trend. In addition, we limit the
type of literature which is only literature in the form of
journals and proceedings.

Result and Discussion

Our search of the IEEE and google scholar
databases resulted in a total of 6270 citations. However,
from 6270 existing literature, only 197 kinds of literature
whose titles had relevance to keywords that have been
set, most of the literature did not focus on the trojan
malware and Android device. From 197 kinds of
literature, we filtered duplicate literature, and we found
4 duplicate literature, so there were 193 kinds of
literature left. From 193 kinds of literature, we read
abstracts and contents, filtered literature that fit or was
relevant to the purpose of systematic review, and finally,
we obtained 43 kinds of literature that met the
requirements. We made these results a reference for
conducting a systematic review.

Search on Google Scholar and
IEEE

Result for all search keywords
combination(n=6270)

& -

Selected(n=197) Eliminated(n=6073)

Literatures screening based
on duplicated titles or
literatures

- -

Selected(n=193) Eliminated (n=4)

o

Literature filtering based on
abstract and content

-

Eliminated (n=150)

Selected(n=43)

Figure 1. Flow process literature search based on PRISMA
guidelines
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The characteristics of the literature we received
were a literature that was by the topic. Here, the attack
vector is defined as the entry point where the malware
may enter and infect the Android device. By

Table 1. Trojan attack vectors in android
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understanding the attack vectors, special attention may
be provided such that those entry points are more
strictly guarded and compromising scenarios may be
avoided.

Sources

Trojan attack vectors in Androids

(Wang et al., 2017), (Huang & Kao, 2018), (T. Kim et al., 2019), (Surendran et al., 2020a),

Third-party software repository

(Chen et al., 2021), (Feng et al., 2021), (Mohamad Arif, Ab Razak, Tuan Mat, et al., 2021),
(Sasidharan & Thomas, 2021), (Acharya et al., 2022), (Alani & Awad, 2022), (Peng et al.,

2022), (Yadav et al., 2022)

(Garcia et al., 2017), (Palumbo et al., 2017), (Huang & Kao, 2018), (Shan et al., 2018), (Qamar

Official software repository

et al., 2019), (Feng et al., 2021), (Sasidharan & Thomas, 2021), (Acharya et al., 2022), (Alani

& Awad, 2022), (Peng et al., 2022)

, (Qamar et al., 2019), (Pektas & Acarman, 2020), (Feng et al., 2021), (Hou et al., 2021),

Repackaging

Alani & Awad, 2022), (Peng et al., 2022), (Kulkarni & Javaid, 2018)

(
(Feng et al., 2021), (Peng et al., 2022)
(Mohamad Arif, Ab Razak, Awang, et al., 2021)
(

(

Malicious website

Phishing
Wei et al., 2017) Other application
Wei et al., 2017) Dynamic payload

As shown in Table 1, there are a variety of different
attack vectors. It can be observed that most infections
come from downloading and installing malicious
applications from the platform’s official store. In this
scenario, the victim is under the impression that the
applications are legitimate. This is unfortunate since
most layman’s experience with application installation
is through the store. In addition, it is also shown that the
infection may happen due to phishing attempts. The
victim inadvertently clicked on a link that downloads
the malicious application. Although the installation
must be approved, the victim may not be aware of the
implication of such action. Consequently, the victim is
tricked to install the application. On the other hand, the

victim may be intentionally obtaining them from
dubious sources with the expectation of obtaining paid
applications for free. The victim may have no way of
verifying the authenticity of the application and whether
it has been tampered with. These scenarios show that
one of the major challenges in preventing trojan
infections is establishing the legitimacy of individual
applications.

After we list trojan attack vectors in androids, to
answer RQ2, we categorized the literature based on the
methods used to eliminate or minimize a risk arising
from trojan attacks in Android devices. This is
performed to understand the detection methodology
used in the current state-of-the-art.

Table 2. Methods used to eliminate or minimize the risk of trojan attacks in Android

Sources

Methods

(Garcia et al., 2017), (Idrees et al., 2017), (Palumbo et al., 2017), (Huang & Kao, 2018), (Shan et al.,

Static Analysis

2018), (Ma et al., 2020), (Chen et al., 2021), (Dam & Touili, 2021), (Fan et al., 2021), (Feng et al.,
2021), (Mohamad Arif, Ab Razak, Tuan Mat, et al., 2021), (Mohamad Arif, Ab Razak, Awang, et
al., 2021), (Rathore et al., 2021), (Sasidharan & Thomas, 2021), (Alani & Awad, 2022), (J. Kim et
al., 2022), (Peng et al., 2022), (Ullah et al., 2022), (Yadav et al., 2022)

(Mahindra & Singh, 2017), (Zulkifli et al., 2018), (Aminuddin & Abdullah, 2019), (T. Kim et al.,

Dynamic Analysis

2019), (Zhou et al., 2019), (John et al., 2020), (Pektas & Acarman, 2020), (Xie et al., 2020),

(Casolare et al., 2021), (Sayed et al., 2023)

(Dehkordy & Rasoolzadegan, 2020), (Fiky et al., 2021), (Hou et al., 2021), (Imtiaz et al., 2021),

(Liu et al., 2021), (Acharya et al., 2022), (Martinelli et al., 2017)

Hybrid Analysis

Table 2 shows three major categories of the method
used. Most detection methodologies use static analysis.
Applications can be scanned and analyzed for trojans or
any other malware threats. This is ideal since it can be
performed before the application is installed or run.
However, there might be limitations to this method. The
heuristics used to discriminate malware from legitimate
applications may be too lax or too sensitive, causing false
negatives and false positives respectively. Additionally,

the malware may be a self-modifying binary that can
change its characteristics before and after it’s run. The
dynamic analysis also has its drawbacks. It analyzes the
application’s runtime behavior and decides whether it’s
malicious. This may incur runtime performance cost that
makes applications run slowly. More importantly, it can
be argued that once the malware is already installed and
running, it has won. Nevertheless, there is still value in
performing dynamic analysis for the mitigation of such
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infection. As such, a hybrid approach can be employed
to get the best of both methods.

Table 3. Features used to eliminate or minimize the risk of trojan attack in androids

July 2023, Volume 9 Issue 7, 302-308

Sources

Features

(Garcia et al., 2017), (Shan et al., 2018), (T. Kim et al., 2019), (Zhou et al., 2019), (Dehkordy
& Rasoolzadegan, 2020), (Ma et al., 2020), (Pektas & Acarman, 2020), (Surendran et al.,
2020a), (Chen et al., 2021), (Dam & Touili, 2021), (Fan et al., 2021), (Feng et al., 2021), (Fiky
etal., 2021), (Hou et al., 2021), (Imtiaz et al., 2021), (Liu et al., 2021), (Sasidharan & Thomas,
2021), (Acharya et al., 2022), (Alani & Awad, 2022), (J. Kim et al., 2022), (Ullah et al., 2022),
(Sayed et al., 2023)

(Garcia et al., 2017), (Idrees et al., 2017), (Mahindru & Singh, 2017), (Palumbo et al., 2017),
(T. Kim et al., 2019), (Dehkordy & Rasoolzadegan, 2020), (Chen et al., 2021), (Fan et al.,
2021), (Fiky et al., 2021), (Hou et al., 2021), (Imtiaz et al., 2021), (Liu et al., 2021), (Mohamad
Arif, Ab Razak, Tuan Mat, et al., 2021), (Mohamad Arif, Ab Razak, Awang, et al., 2021),
(Rathore et al., 2021), (Acharya et al., 2022), (Alani & Awad, 2022), (Peng et al., 2022),
(Martinelli et al., 2017)

(Garcia et al., 2017), (Aminuddin & Abdullah, 2019), (Zhou et al., 2019), (John et al., 2020), ,
(Surendran et al., 2020a), (Casolare et al., 2021), (Imtiaz et al., 2021), (Acharya et al., 2022) ,
(Martinelli et al., 2017)

(Garcia et al., 2017), (Idrees et al., 2017), (Dehkordy & Rasoolzadegan, 2020), (Fiky et al.,
2021), (Imtiaz et al., 2021), (Liu et al., 2021), (Acharya et al., 2022), (Alani & Awad, 2022),
(Peng et al., 2022)

(Dehkordy & Rasoolzadegan, 2020), (Chen et al., 2021), (Hou et al., 2021), (Acharya et al.,
2022)

(Huang & Kao, 2018), (Chen et al., 2021), (Acharya et al., 2022), (Yadav et al., 2022)
(Zulkifli et al., 2018), (Dehkordy & Rasoolzadegan, 2020), (Xie et al., 2020), (Acharya et al.,
2022)

(Garcia et al., 2017), (T. Kim et al., 2019)

(Palumbo et al., 2017), (Ma et al., 2020)
(Fan et al., 2021), (Hou et al., 2021)
(Garcia et al., 2017), (Wang et al., 2017)
, (Martinelli et al., 2017)

(Fan et al., 2021), (Hou et al., 2021)
(Martinelli et al., 2017)

(Martinelli et al., 2017)

(Martinelli et al., 2017)

(
(
(

API call

Permission

System call

Intent

Services

Bitmap
Network traffic

Native code

Dalvik code
Developer information
Dynamic class loading
Communication
Application source
Opcode n-grams
Rating

Download count

Martinelli et al., 2017) Developer reputation

Palumbo et al., 2017) String resource

Wang et al., 2017) Hardware and software

requirements

(Peng et al., 2022) Dalvik bytecode

Table 3 shows the individual features used in the  Conclusion

literature. Signature-based detection is the most

common method used to detect trojans. This entails Mobile app trojans are serious threats to

creating a compact representation that can be compared
against a known list of trojans and other malware. A
simple hash of the application package was previously
used to identify threats. But in recent studies, specific
features of the application are used. These include
application permission, intent, APIs, and system calls. In
static analysis, these features are extracted from the
application package metadata and code content.
However, in dynamic analysis, the API and system calls
can be accumulated or intercepted. Additionally,
network packets can be intercepted to detect suspicious
network activities. Regardless, it can be concluded that
these features are crucial in determining whether an
application is malicious or not.

information security. However, the prevention of such
attacks is non-trivial. We have formulated two research
questions to discover the recent trends in trojan
detection and prevention. The first is “What are the
attack vectors for a trojan attack?” Based on the recent
literature, we have established that the current trojan
vectors can be broadly classified into three categories:
trojan disguised as a legitimate application, phishing
campaign, and dubious application downloads.
Additionally, one of the major challenges in preventing
a trojan infection is in establishing the legitimacy of a
given application. The second question is “How to
eliminate or minimize the risk posed by the attack
vectors?” We have determined that there are three main
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approaches: static analysis, dynamic analysis, and
hybrid. We have also shown the advantages and
disadvantages of each approach and concluded that a
hybrid approach would complement the disadvantages.
Moreover, the current trend shows that signature-based
analysis using various metadata, such as permission,
intent, API and system calls, and network analysis, are
capable of detecting trojan attacks before and after the
initial infection.
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