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Abstract: This study detected malware on the Android operating system
using a system called (syscall). Remote Access Trojan Malware Analysis on
the Android operating system using Reverse Engineering Methods helps
discover the technological principles of a device, object, or system by
analyzing its structure, functions, and operation. This method employed
dynamic analysis, namely running every malware on the Android operating
system to get information on the system call (syscall) that is running. The
results of the system call (syscall) information were selected using the Machine
Learning selection feature using the Random Forest method. The purpose of
this study is to determine the characteristics based on the system call (syscall)
and the detection system's accuracy for the characteristics of Remote Access
Trojan malware on the Android operating system. The average accuracy
results in this study with four scenarios using the Random Forest method is
96%, and the f1-score value is 94%. This accuracy value is quite good and can
be implemented in detecting remote access Trojan malware based on system
call (syscall) on the Android Operating System
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Introduction The android system is an operating system based

on linux for mobile phones, such as smartphones and
tablet PCs (Adekotujo, Odumabo, Adedokun, &
Aiyeniko, 2020; Li, Zhou, Yuan, Li, & Leung, 2020; Liu et
al., 2019; Uttarwar, Tidke, Dandwate, & Tupe, 2021). The
Android system has some advantages, such as an open
source operating system, multitasking, and the ease of
notifications to the number of applications or software
that can be detected using the Android system (Kunang
& ..., 2022). The evolution of Android devices and apps
has rapidly changed us in our daily lives. Web browsing,
social media, and internet banking are the examples of

Malware or Malicious Software is a software that
can infiltrate the operating system so that it can damage
the system and also steal important files on the system
(Aslan & Samet, 2020; Gibert, Mateu, & Planes, 2020).
Malware includes Computer Viruses, Trojan Horses,
spyware, dishonest adware, crimeware, and other
malicious and unwanted software. (Hemalatha,
Roseline, Geetha, Kadry, & Damasevicius, 2021; Kunang
& ..., 2022; Roseline, Geetha, Kadry, & Nam, 2020) New
malware continues to emerge as technology evolves,

both in terms of platform and operating system by
exploiting security loopholes and user negligence. This
has left more and more parties harmed. Malware can
infect all types of operating systems (Alimardani &
Nazeh, 2018; Aprilliansyah, Riadi, & Sunardi, 2022; Liu
et al., 2019; M. Aranitasi, A. Daci, 2022).

How to Cite:

Android services using an internet connection and
multiple access permissions (Castillo-Zafiiga et al,
2020). Therefore, Android devices have played an
important role and become an important part of human
life. Therefore, there are several negative impacts of
using Android devices, one of which is cyber crime. Its
crime is committed by using a computer or other means
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of communication to inflict fear and anxiety on people
or damage, harm, and destroy property. Cybercrime has
two categories: computer-aided and computer-focused
cybercrime. Some examples of computer-aided
cybercrimes are child pornography, fraud, money
laundering, and cyberbullying. Meanwhile, the
examples of computer-focused cybercrime are hacking,
phishing, and website destruction (Dennis, 2019;
Donalds, Barclay, & Osei-Bryson, 2022; Joseph, 2017;
Techopedia, 2018).

Table 1. Summary of Related Research

Volume 12 Issue 8, 243-251

The topics and limitations of the problems used in
the final project research included how to implement the
Reverse Engineering methods to obtain information
(System Call) contained in the Remote Access Trojan
malware. The operating system used only the Android
operating system with a dataset in the form of 40 types
of Android Remote Access Trojan malware and 40
Android applications. Summary of releated research can
be seen in Table 1.

Heading Author / Year Research Results Excess Deficiency
The Use of Machine Shhadat, Analyzed many machine learning For very high The datasets used
Learning Techniques Bataineh, algorithms in malware detection and  accuracy results in  is less vary with
to Advance the Hayajneh, & classification. Implemented various all binaries and unbalanced
Detection and Al-Sharif models for malware detection and multi-classifiers. comparisons.

Classification of (2020) classification using the implementation

Unknown Malware provided by sklearn, namely: K-nearest

Neighbors (KNN), Support Vector

Machine (SVM), Bernoulli Naive Bayes

(Bernoulli NB), J48 Decision Tree (DT),

Random Forest (RF), Logistic Regression

(LR), and Hard Voting (HV). On certain

classification algorithms used LG, SVM,

Bernoulli NB and DT.
Android Malware  Eom, Kim, An, Used the Random Forest method to detect In the experiments Uneven

Park, & Kim
(2018)

Detection using
Feature Selections
and Random Forest

Android malware. The accuracy results
obtained a high value. To demonstrate an results of accuracy
approach to detection accuracy. This study
calculated OOB (Out-of-Bag) errors using

distribution of
features to
conduct research
trials.

carried out, the

were above
average.

detection metrics, including false positives

and false negatives.

Malware Detection
in Android-based
on Dynamic
Analysis

Mobile Malware
Attacks: Review,
Taxonomy &
Future Directions

A Taxonomy on
Recent Mobile
Malware: Features,
Analysis Methods,
and Detection
Techniques

Malware Detection:
A Framework for
Reverse Engineered
Android
Applications
through Machine

Bhatia & Dynamic analysis of malware used system The dataset used in

Kaushal(2017)  call (syscall) analysis that could be used

this study was

efficiently to classify unknown applications balanced in number

as malicious or not. This research serves to

detect and monitor the behavior of

malicious applications that use complex

incognito techniques.

Qamar, Karim, A review of smartphone malware attacks,
& Chang vulnerabilities, detection techniques, and
(2019) security solutions on Android.

Alimardani &
Nazeh, (2018)

A review of mobile malware (features,
methods of analysis and detection
techniques).

Urooj, Shah, Using Android reverse engineering
Maple, application features and machine learning
Abbasi, & algorithms to find vulnerabilities that exist
Riasat (2022) in Android applications.Analysis used to
detect malicious Android applications

using static analysis .

and had high
accuracy results.

There are
guidelines to
reduce or even
avoid the harmful
effects of intruders
and hackers .
Learn related data
sets (features,
analysis methods,
and detection
techniques) that are
acceptable and
reserved for
researchers.
Using a model that
combines a more
innovative static
feature set with a
malware sample
dataset.

How to get
system call
(syscall) data is
done one by one
manually.

The data had a
vulnerable time
that is too past
(2013-2019).

Dataset retrieval
was only based on
common
parameters
(trusted and often
used).

It is only limited
to static analysis
and has slow
processing
techniques that
cause this
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Heading Author / Year Research Results Excess Deficiency
Learning Using ensemble research to
Algorithms learning with produce less
Machine Learning  accurate results.

algorithms namely,

AdaBoost, Support

Vector Machine

(SVM), etc.
Analysis, Shakya & The results of K-Nearest Neighbor and The process for The malware

Detection, and
Classification of
Android Malware
through System
Calls

Mobile Malware
Detection
Techniques using
System Calls

Malware Analysis
and Detection
using Reverse
Engineering

Detection and
Robustness
Evaluation of
Android Malware
Classifiers

Dave (2022) Decision Tree modeling provide the
highest accuracy in malware detection and

Family Classification, respectively.

M. Aranitasi, Recognized the abnormal behavior of the
A. Daci, (2022) Android operating system due to malware
attacks based on system call identification

(syscall).

Rashmitha, The reverse engineering used successfully

Alwina, found system vulnerabilities, researched
Angelin, & malware, and analyzed the complexity of
Ramesh, software algorithms
(2022) serves to protect data hacking.

Anupama et
al.(2022)
Random Forest models for dynamic

analysis features. Models used for dynamic

analyzing was
carried out by static
analysis methods.

Using mathematical

methods to perform
system analysis
call (syscall).

The characteristics
of the resulting
malware are quite
complete and
informative.

Used Support Vector Machine (SVM) The analysis features
models for static analysis features and used were more than

one, there were
dynamic analysis

analysis features are vulnerable to attacks, and hybdrid analysis
but they showed higher resilience than
classifiers created based on static analysis

datasets used did
not vary and did
not have a
numerous
number or
limited.

There was no
validation
between the
method and the
consumed dataset.
The analysis only
used static
analysis and time-
consuming
research

which was quite a
long time.

The malware
datasets did not
vary and did not
have large or
limited numbers.

features.

In this study, the researcher conducted an analysis
of malware detection, particularly Remote Access Trojan
malware on the Android operating system. The dataset
used by the researcher is 40 types of Android Remote
Access Trojans malware and 40 Android applications.
The researcher used the Reverse Engineering method
with dynamic testing. This method was used because it
could work very detailed and was used to extract
information data contained in malware. In addition, the
use of the Reverse Engineering method is also useful for
discovering the technological principles of a device,
object, or system from the analysis of its structure,
function, and operation that is commonly used for
maintenance or creating new programs equally without
copying anything from the original. The information
data used is a type of System Call (Syscall) in every
malware and application used as a dataset.

Method

Objective
The purpose of this research is to implement the
Reverse Engineering Method used to analyze Remote

Access Trojan malware on the Android operating
system. In addition, this final project research also aims
to find out the characteristics based on the system call
(syscall) and the accuracy of the detection system for
the characteristics of Remote Access Trojan malware on
the Android operating system.

Built System

The following is a system design flow from the
analysis and detection of Remote Access Trojan Malware
(Setia, Aldya, & Widiyasono, 2019; Sharma, 2019). The
system built after having a dataset is to start running
each dataset into the Virtual Device Manager on
Android Studio. If it is successful, then continued by
analyzing each dataset dynamically by running System
Call (syscall). After successfully in each dynamic
analysis process, the results of the syscall that have been
obtained are selected using Machine Learning with the
Random Forest method and the selection results will be
analyzed. So, they will get the analysis results contained
in this research report.
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Result and Discussion

Dataset

The dataset used is 40 types of Android malware
Remote Access Trojan and 40 Android applications. The
malware dataset in this study was downloaded on the
https:/ /bazaar.abuse.ch/browse/ web page. For the
Android application dataset in this study was
downloaded on the https://apkpure.com/web page .
The list of datasets in this study can be seen in
https:/ /bit.ly/3ZVEMuE while the datasets used for the
process of cellection features using Machine Learning. It
can be seen in https:/ /bit.ly /3wikOnf.

Dataset Sharing

In this study, the distribution of the number of
datasets used in each scenario was different. The
comparison of the datasets number used in each scenario
is 1:1, 1:2, 4:1, and 2:1. The total of the entire dataset is 80
data with the system call (syscall) feature which was
found to be 54 syscall.

Retrieval of System Call (Syscall) Feature on Dataset

In the existing dataset and the installation process
has been carried out on the Android operating system.
Each dataset will be processed to find out the system call
(syscall) feature. In this process, one by one process was
carried out to find out the system call (syscall) that is
running on each dataset. It can be seen at the flow of
retrieving the system call (syscall) feature for each
dataset in Figure 3. How to find out the system call
(syscall) based on the PID number on each dataset that
has been run (“Strace - Trace System Calls and Signals,”
2021). The results of the system call (syscall) will be
combined and recorded into one unified file with excel
format and then will be used as a dataset for selecting
important system call (syscall) features using Machine
Learning Feature Selection with the Random Forest
method.

Figure 2. Strace Output Results from Malware or
Applications (Datasets) Running

Volume 12 Issue 8, 243-251

openat read ioctl munmap pretl
mmap2 madvise futex fstatat64 epoll_pwait
getuid32 setrlimit setpriority clone writev
ugetrlimit gettid mkdirat renameat faccessat
sched_yield ftruncate64 fdatasync geteuid32 getpriority
close write sigaction mprotect pread64
fstat64 getdents64 clock_gettime readlinkat recvirom
dup gettimeofday fsync _llseek 1t_sigreturn
fentl64 epoll_ctl unlinkat fchmodat getsockopt
flock getpid pwrite64 tekill connect
sigaltstack sendto 1t_sigprocmask Iseek

Figure 3. System Call (syscall) Names Found in Each Dataset

Feature Selection using Random Forest

At this stage, a feature selection was carried out
on the results of system call analysis (syscall) for each
dataset that has been run in the Virtual Device Manager
in Android Studio. The selection feature itself used the
help of Machine Learning to speed up the process, as for
the method used, namely Random Forest. The result of
this feature selection is a feature score. This algorithm
can be used to rank the importance of the system call
(syscall) in each dataset. This feature selection used
system call (syscall) results from 80 datasets (40 types of
Android malware Remote Access Trojans and 40
Android applications). Features that produced large
values for this score were classifued as more important
than features that produced small values. Based on this
score, the researcher selected the most important
features and dropped the least important ones for model
creation. The source code used was based on the tutorial
(Banerjee, 2019; Scikit-learn, 2022).

In model Random Forest Classifier is this stage, a
Random Forest Classifier modeling was built with
default parameters (n_estimator) = 10. This can also be
called as the decision-tree or modeling of the method
used. In this study, 10 decission-trees was used to build
the model. Evaluation Metrics is a brief explanation of
the metrics used to obtain classification results [16]is
True Positive (TP), True Negative (TN), False Positive
(FP), False Negative (FN) and Confusion Matrix.

True Positiver (TP) is defined as the number of
events that are considered positive and actually positive.
True Negative (TN) is defined as the number of events
that are considered negative and actually negative. False
Positive (FP) is defined as the number of events that are
considered positive but actually negative. False
Negative (FN) is defined as the number of events that
are considered negative but are actually positive.
Confusion Matrix is defined as a two-dimensional
square matrix with rows and columns for each class.
Each matrix element indicates the number of instances
where the actual class is a row and the predicted class is
a column. The illustration of the confusion matrix can be
seen in Figure 4.
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Predicted class

yes 1o Total
Actual class | yes TP | FN P
1no FpP TN N
Total P’ N’ P+ N

Figure 4. Confusion Matrix Illustration

Accuracy is defined as the sum of the sum of true
positives and true negatives divided by the total number
of events. The formula can be seen in Formula 1.

Accuracy =

TP+ FP (1)
TP+ FP+ TN+ FN

Precision is the ratio of true positive events to the total
number of positive events that may include events
which are considered falsely positive. The formula can
be seen in Formula 2.

. TP
Precision = TP+ FP (2)

Recall is the ratio of the number of true positive
examples to the total number of actually positive
instances. The formula can be seen in Formula 3.

TP
Recall = TP FN (3)

Parameters Used

The following is a brief explanation of the
parameters used to obtain classification results [24] is
n_estimator can also be referred as the number of trees
in Random Forest modeling. It has a default value of
=100, but in some versions, it can also have a value
between 10 and 100. Random_state is used to control the
randomness of the sample bootstrap used when
building the tree (if bootstrap=True) and feature
sampling to consider when looking for the best split on
each node (if max_features < n_features). Test_size, this

Volume 12 Issue 8, 243-251

parameter is used to define the size of the testing data
(what percentage of the overall data). In this study, in
order to maximize accuracy results and find out in detail
related to the characteristics of malware on the Android
operating system, several scenarios are required. This
study builds 4 (four) scenarios on different comparisons
between malware datasets and applications. But, it has
the same parameter numbers for test size,
random_state, and Random Forest (n_estimator)
modeling parameters. The scenario can be seen in Table
2.

Table 2. Composition Division of Sum & Comparison
Datasets in Each Scenario.

Scenario Composition of the Number Dataset

of Datasets Comparison

1 40 Malware 1:1
40 Applications

2 40 Malware 1:2
20 Applications

3 10 Malware 4:1
40 Applications

4 20 Malware 2:1
40 Applications

Evaluation

In the research that was built, there were several
test scenarios that explained in point 3.4. The test
scenario aims to determine the accuracy, precission,
recall, f1-score, confusion matrix, and feature score of
the selection feature using the Random Forest machine
learning method. From the results of this test scenario, it
makes easier to find out the characteristics of malware
based on system calls on the Android operating system.

Test Results

The test results in this study were different in each
scenario. The average accuracy result in the four
scenarios that have been created is 96% with a confusion
matrix balanced between predictions and authenticity in
the results of the dataset being tested. The accuracy
results of the selection of system call features using the
Random Forest method is presented in Table 3.

Table 3. Results of a Curated Selection of Syscall Features using Random Forest

Scenario Precission Recall F1-Score Accuracy Confusion Matrix
1 Malware 93% 100% 96% 96% [[13 0]
Application 100% 90% 95% [110]]
2  Malware 100% 91% 95% 94% [[10 1]
Application 88% 100% 93% [0 7]]
3 Malware 100% 67% 80% 93% [[2 1]
Application 92% 100% 96% [012]]
4 Malware 100% 100% 100% 100% [[8 0]
Application 100% 100% 100% [010]]

Based on the results of the feature selection, it
means that the results of the modeling are successful
enough to prove that system call (syscall) is able to

classify the characteristics of malware and applications
on the Android operating system. The results of this
system call accuracy can classify the most important
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features of the system call (syscall) based on the feature
score obtained. The list of important system call (syscall)
features that are often used in every malware and
application based on the feature score can be seen in
Table 4.

Table 4. The Most Important List System Call based on
Feature Score

Scenario System Call (syscall) Feature Score
1 1 renameat 0.178393
2 unlinkat 0.140947
3 getdents64 0.124363
4 rt_sigprocmask 0.115806
5 fstatat64 0.063041
2 1 getdents64 0.153235
2 _llseek 0.137450
3 Gettid 0.133223
4 readlinkat 0.111314
5 fsync 0.110866
3 1 unlinkat 0.248327
2 rt_sigprocmask 0.163544
3 GetSockopt 0.124211
4 setpriority 0.086638
5 getdents64 0.081909
4 1 rt_sigprocmask 0.165577
2 getdents64 0.145609
3 mprotect 0.103270
4 GetSockopt 0.101758
5 unlinkat 0.085557
List System Call Terpenting
@ renameat
@ unlinkat
getdents64
@ ri sigprocmask
@ fstatatod
® llseek
@ gettid
@ readlinkat
@ fsync
@ getsockopt
@ setpriority
@ mprotect

Figure 5. Lists of Most Important System Call based on
Feature Score

Based on the data in Figure 8, there are four
System Call (Syscall) that are most important and often
used in malware and tested applications (datasets).
These four system calls (syscall) are getdents64, unlinkat,
rt_sigprocmask, and getsockopt.

Volume 12 Issue 8, 243-251

Analysis of Test Results

Android is a Linux-based operating system
designed for mobile devices specifically for touch screen
devices, such as smartphones and tablets. Started from
the phones that can still be accessed in black and white
display up to the latest smartphones or minicomputers.
The operating system has changed a lot in the last 15
years. One of the most widely used mobile operating
systems today is Android. It is a software founded in
Palo Alto, California in 2003. The version history of the
Android OS was started with the release of the Android
1.0 beta in November 2007. Since April 2009, each
Android version has been developed codenamed in
favor of dessert items. These versions were released in
alphabetical order: Alpha, Beta, Cupcake, Donut, Eclair,
Froyo, Gingerbread, Honeycomb, Ice Cream Sandwich,
Jelly Bean, KitKat, Lollipop, Marshmallow, Nougat,
Oreo, and Pie. Since Android 10 Google does not use
fruit names for naming Android versions. The latest
Android version is Android 12 which launched in May
2021 with SDK Build-Tools version 31(Aprilliansyah et
al., 2022).

The android application also contains a Manifest
file where this file is the most critical file that includes all
the information needed to run the application, such as
metadata, components application, and permissions.
The metadata contains some standard application
information, such as package name, application ID, SDK
version, package version, etc. Permissions are the
important information in the manifest file where all the
resources used by the application should be declared
here. These permissions can be anything from APIs,
resources to permissions for hardware access. Access
these permissions are used when installing an app or
when using those resources (Shakya & Dave, 2022). The
data Can be seen in Figure 1. which is a Taxonomy of the
android manifest (Urooj et al., 2022).

Android has a wide reach for its users and great
data. Existing data is easily hacked by irresponsible
hackers and abuses the use of Android malware (Mat,
Razak, Kahar, Arif, & Firdaus, 2022; Pan, Ge, Fang, &
Fan, 2020; Qiu et al., 2021). It is a malicious software
category created specifically to attack the Android
system. The type of malware that can attack the Android
system will usually take advantage of the operating
system where the main target is the Personal Digital
Assistant (PDA). This causes the users to easily
experience leakage of data and confidential information
(Isohara, Takemori, & Kubota, 2011). Android malware
is divided into several categories based on the
characterization of the installation, activation, and way
of operating its own malware (Y. Zhou & Jiang, 2012).

Analysis on Android Malware is divided into
two, namely dynamic analysis and static analysis.
Dynamic analysis is the process of analyzing program
code that includes calculations and testing applications
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by implementing direct secfigs. This analysis aims to
find errors or defects in the program during operation
(finding malware). The advantage of this dynamic
analysis is easy to analyze the behaviors of the
application during run-time and analyze important data
or target data. At the time of conducting dynamic
analysis, it requires a lot of resources and a fairly long
time. Meanwhile, static analysis is the process of
analyzing program code by not running the program
first. This analysis is used to facilitate the observation of
theentire program before the running of the program
during run-time (Christodorescu & Jha, 2003). The
advantages of this static analysis only require less time
and a small amount of resources.

Reverse Engineering is the process of discovering
the technological principles of an object or component
through the analysis of its structure and function (Asher
et al., 2021; Zhang, 2003). The results of the analysis can
be used to redesign the same object to produce a number
of small components that will be adjusted to the user’s
need. The way the reverse engineering method works, it
has benefits in before method running, especially in
terms of flexibility and speed in analyzing the structure
and function of an object (Z. Zhou, Chen, & Xie, 2007).

Based on the test scenarios and results, the
analysis was obtained from the four most important
system calls (syscall) and is often used in malware and
applications tested (datasets). The analysis obtained is
the getsockopt, getdents64, unlinkat,
and rt_sigprocmask. Getsockopt is System
Call (syscall) that must be watched. The system called
(syscall) is one of the characteristics of malware on the
Android operating system. This is because the
getsockopt system call (syscall) functions to manipulate,
set, and get options related to the Android operating
system socket. In addition, system calls (syscall) of
getdents64, unlinkat, and rt_sigprocmask are not
dangerous and are not characteristic of malware on the
Android operating system. This is because the function
of the system call (syscall) does not harm or even try to
hack the Android operating system. Therefore, the
characteristics of the Remote Access Trojan malware on the
Android operating system are the presence of a
getsockopt system call (syscall).

Conclusion

Based on the results of tests and analyses that
have been carried out, reverse engineering methods
have been implemented to detect Remote Access Trojan
malware with dynamic analysis. Dataset collection
carried out manually and tested one by one is a unique
feature of dynamic analysis in this study. Feature
selection using machine learning of the Random Forest
method obtained an average accuracy of 96%, precision
of 97%, recall of 93.5%, and fl-score of 94%. Thus,

Volume 12 Issue 8, 243-251

machine learning selection features are important
because they produce the most important list system call
(syscall) and are often used in malware and tested
applications (datasets). The list of the getsockopt system
call (syscall) characterizes the existence of Remote
Access Trojan malware on the Android operating
system. Suggestions for further research are to develop
how to find out the system call (syscall) automatically,
as well as perform many test scenarios, and optimize the
accuracy results of the random forest method to produce
better accuracy and performance to make it easier when
analyzing the existence of malware on the Android
operating system.
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