
 

JPPIPA 10(2) (2024) 
  

Jurnal Penelitian Pendidikan IPA 
Journal of Research in Science Education  

 
http://jppipa.unram.ac.id/index.php/jppipa/index  

   

___________ 
How to Cite:  
Immanuel, J. M., Ibrahim, Rahmadewi, R., & Saragih, Y. (2024). IoT-based Facelook and Fingerprint Safe Security System. Jurnal Penelitian 
Pendidikan IPA, 10(2), 500–505. https://doi.org/10.29303/jppipa.v10i2.6832    

IoT-based Facelook and Fingerprint Safe Security System  
 
Josya	Marvin Immanuel1*, Ibrahim1, Reni Rahmadewi1, Yuliarman Saragih1 

	
1 Electrical Engineering Department, Engineering Faculty, Universitas Singaperbangsa Karawang, Karawang, Indonesia 
 
 
Received: November 7, 2023 
Revised: January 4, 2024 
Accepted: February 25, 2024 
Published: February 29, 2024 
 
Corresponding Author:  
Josya	Marvin Immanuel 
josyamarvin05@gmail.com  

 
DOI: 10.29303/jppipa.v10i2.6832  
© 2024 The Authors. This open access 
article is distributed under a (CC-BY 
License) 

 

Abstract: This research aims to develop an advanced safe security system by 
combining Facelook and Fingerprint technologies based on the Internet of Things 
(IoT). These technologies are expected to provide a higher level of security and 
facilitate access for safe owners. Subsequently, testing is carried out on the safe's 
opening mechanism after successful authentication via both the fingerprint sensor 
and the face recognition system. These trials encompass the evaluation of success 
rates, the speed of the opening mechanism, and the overall response time. Data 
from the testing phase is collected and analyzed to comprehensively assess the 
system's performance. The average notification delivery delay for the face 
recognition system was measured at 2.67 seconds with a standard deviation of 0.37. 
The notification delivery data revealed an average delay of 2.04 seconds with a 
standard deviation of 0.38 These findings collectively affirm the effectiveness of the 
integrated face recognition and fingerprint system in the proposed safe security 
setup  
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Introduction  
 

Security is crucial in ensuring a system's continuity 
and integrity. In the realm of physical security, safes 
have long been a common solution to protect various 
valuable items, documents, and other assets (Javaid et 
al., 2023; Tariq et al., 2023).  Safes are considered 
practical storage places, but they come with a high risk 
as they can be easily breached without the owner's 
knowledge. Therefore, an advanced security system is 
required in line with technological advancements 
(Shukla et al., 2022). However, with technological 
advancements, traditional safe security needs to be 
enhanced to meet modern security challenges (Kumar et 
al., 2019). 

Previous research discussed safe security with 
password and fingerprint codes based on the AVR 
ATmega16 microcontroller (Wijaya et al., 2020). This 
study aims to construct a safe security system utilizing 
two types of protection, namely password and 
fingerprint codes. The ATmega16 serves as the central 
controller and data processor. The keypad functions as 
the input medium for passwords, the LCD serves as the 
display medium for information, transistors act as 

switching components, the solenoid serves as the safe 
door opener, and a 12V power supply comprises all the 
supporting components of the system circuit. 

Facelook technology utilizes facial recognition as 
one form of authentication, while Fingerprint 
technology utilizes unique fingerprint identification. 
Both will be integrated with IoT systems to enable 
remote access and monitoring of safes via the internet. 
Consequently, safe owners can control and monitor the 
security of their safes remotely, enhancing convenience 
and efficiency in managing valuable assets. Through the 
combination of these technologies, it is anticipated that 
the proposed safe security system can offer better 
protection against hacking or theft attempts (Kaur et al., 
2023; Li & Liu, 2021). Additionally, integration with IoT 
allows the system to continuously evolve and update 
automatically, keeping pace with the latest 
developments in information security. 

ESP8266 is an Internet of Things (IoT) platform 
equipped with a 4MB flash, featuring 11 GPIO pins, 
where 10 of them can be utilized for Pulse Width 
Modulation (PWM), 1 ADC pin, 2 sets of UART, 2.4GHz 
WiFi. It supports WPA/WPA2 security (Revadiaz et al., 
2022). NodeMCU can be programmed using the LUA 
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language or the C language through the Arduino IDE 
(Setyawan et al., 2022).  

ESP32 CAM is a platform capable of real-time 
monitoring by incorporating a camera and a built-in wifi 
module (Hercog et al., 2023). Setting up the ESP32-Cam 
requires the use of FTDI USB to TTL, which will then be 
connected to the camera module and a personal 
computer or laptop.  

The sensor employed for fingerprint detection 
utilizes an optical system, where detection is performed 
by reading the contours (variations in surface height) of 
fingerprints and the static electricity of the body (Tang 
et al., 2018). The output signal of this sensor is in the 
form of a TTL serial from pin 3 connected to Arduino. 
This fingerprint scanner module is equipped with a red 
LED on the lens, which will light up as an indicator 
when image capture is taking place (Yeh et al., 2023). 

 
Method  
 

The research methodology begins with a 
comprehensive literature review to gather information 
related to safe security, facial recognition technology 
(Facelook), fingerprint sensors, and the Internet of 
Things (IoT). Subsequently, the design of the safe 
security system, incorporating both technologies based 
on the literature, is developed, outlining the necessary 
hardware and software specifications. Once the system 
design is established, the next step involves the 
development of a prototype by the outlined plan. The 
flowchart of the system can be seen in Figure 1. The 
product is designed as seen in Figure 2. 
 

 
Figure 1. Flowchart System 

 
In the testing phase, the initial focus is on the 

fingerprint sensor, where experiments are conducted to 

measure the success rate of fingerprint identification 
while analyzing the accuracy and speed of the sensor 
(Sarfraz, 2021). Following this, the face recognition 
system on the ESP32CAM module undergoes testing to 
evaluate its effectiveness in recognizing the owner's face, 
measuring the success rate of identification. Tests are 
conducted separately for each technology. 

Subsequently, testing is carried out on the safe's 
opening mechanism after successful authentication via 
both the fingerprint sensor and the face recognition 
system. These trials encompass the evaluation of success 
rates, the speed of the opening mechanism, and the 
overall response time. Data from the testing phase is 
collected and analyzed to comprehensively assess the 
system's performance (Aldoseri et al., 2023; Setyawan et 
al., 2022). 
 

 
Figure 2. Product Design 

 
The results of the data analysis are used to compare 

against established security standards (Chauhan & 
Shiaeles, 2023). The findings from the research are then 
validated to conclude whether the proposed safe 
security system can meet the desired security objectives. 
The research conclusion is presented along with 
recommendations for further development of the 
system. 

 
Result and Discussion  

 
Technological advances and ease of communication 

in this era cannot be separated from the role of the 
Internet of Things (IoT) (Atzori et al., 2017; Rejeb et al., 
2022; Ullah et al., 2023). A concept that connects the 
digital world with human activities greatly facilitates 
human activities (Haleem et al., 2022; Hassani et al., 
2021). The communication tools and technology that you 
use today are a combination of several systems 
connected to IoT (Bansal & Kumar, 2020; Fortino et al., 
2020; Shafique et al., 2020). Internet of Things is a 
concept that is connected to devices as an internet-based 
communication medium (Radouan, 2021). With IoT, 
users can connect and communicate with each other to 
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carry out certain activities, search, process and send 
information automatically. When talking about IoT, this 
concept is almost similar to M2M (Machine-to-Machine) 
(Salama et al., 2023; Sudarmani et al., 2022). However, 
these two concepts actually have differences in terms of 
scale and scope of use.  

M2M here refers to technology that allows 
communication between machines without involving 
human intervention (Leminen et al., 2020; Lokhande & 
Patil, 2021; Pradhan & Tun, 2022). In other words, M2M 
focuses more on the machine's working system to run a 
program (Amodu & Othman, 2018; Chakravarthi, 2021; 
Dwivedi, 2021). The easiest example to see is the 
operation of machines in a factory. In factories, machines 
run automatically and only communicate between 
machines (Nardo et al., 2020; Soori et al., 2023). So, they 
can manage the production process themselves without 
the need for human intervention. Basically, IoT operates 
by connecting various types of devices such as software 
or hardware to the internet network. There are 3 main 
components that play an important role in the IoT work 
process, namely sensors, gateways and cloud (Alahi et 
al., 2023). The sensors used in this concept can be 
movement sensors, light sensors, and other types of 
sensors (Aroganam et al., 2019; Siddique & Ogami, 
2022).  

The purpose of using this component is to collect 
data from physical objects connected to the internet 
network. After the sensor successfully collects the data, 
the gateway component functions to transmit the data to 
the connected cloud or internet. The gateway here can 
also process and perform automatic actions on existing 
data, such as turning off or turning on connected 
devices. Here, AI can help IoT to optimize device 
functions. Finally, the transmitted data is then sent to the 
cloud server. This cloud, which is connected to the 
internet, will also provide the services and applications 
needed to manage IoT. That way, users can directly give 
commands to a device to do something by accessing data 
from the cloud.  
 

 
Figure 3. Sistem Wiring Implementation 

 
The device that has been made has 2 main 

components, namely ESP8266 and ESP32-Cam (Babiuch 
& Postulka, 2021; Wicaksono & Rahmatya, 2020) 

ESP8266 functions as a communication component 
between the FPM10A sensor and the blynk application 
(Yulianto et al., 2022). ESP32-Cam functions as a 
communication component for capturing face images 
with the blynk application. 

The performance of the face recognition using 
facelook and monitoring system on Blynk runs well with 
the test data that can be seen in Table 1. 
 
Table 1. Facelook and Blynk Test 

Sample Notification    
Delay Facelook Status Notification 

Status 
1 2.20 Success Success 
2 2.19 Success Success 
3 2.35 Success Success 
4 2.41 Success Success 
5 2.70 Success Success 
6 2.77 Success Success 
7 2.98 Success Success 
8 2.80 Success Success 
9 3.11 Success Success 
10 3.23 Success Success 
 

Based on the test results, it is found that the face 
recognition system runs well where from 10 samples 
obtained in the test it is found that all samples 
successfully recognize the registered face and 
successfully send notifications to the Blynk application. 
From the results in Table 1, it is found that the average 
value of the notification delivery delay is 2, 67 seconds 
with a deviation value represented by a standard 
deviation of 0.373. The performance of the Fingerprint 
sensor and monitoring system on Blynk runs well 
logically with the test data that can be seen in Table 2. 
 
Table 2. Fingerprint and Blynk Test 

Finger Name 
Average 

Notification 
Delay 

Fingerprint 
Status Register Status 

Right Thumb 2.73 Success Registered 
Right Index 1.78 Success Registered 
Right Middle 2.45 Success Registered 
Right Ring 1.97 Success Registered 
Right Little 2.21 Success Registered 

Left Thumb - Not 
Success 

Not 
Registered 

Left Index - Not 
Success 

Not 
Registered 

 
The test results in Table 2 show that the working 

logic of the fingerprint system is very good by only 
reading the results of fingerprints that have been 
registered. From the results of the notification delivery 
data, it is found that the average value of the notification 
delivery delay is 2, 04 seconds with a deviation value 
represented by a standard deviation of 0.377. 
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Conclusion   
 
In conclusion, the research outcomes indicate a 

successful implementation of the face recognition 
system, as evidenced by its reliable performance in 
recognizing registered faces across all 10 test samples. 
Moreover, the system consistently achieved successful 
notifications sent to the Blynk application. The average 
notification delivery delay for the face recognition 
system was measured at 2.67 seconds with a standard 
deviation of 0.37 indicating a relatively consistent and 
prompt response. Similarly, the fingerprint system 
demonstrated robust functionality by accurately reading 
only registered fingerprints, showcasing its effective 
working logic. The notification delivery data revealed an 
average delay of 2.04 seconds with a standard deviation 
of 0.37 reinforcing the system's efficiency in providing 
timely notifications. These findings collectively affirm 
the effectiveness of the integrated face recognition and 
fingerprint system in the proposed safe security setup. 
The negligible delays observed in both systems 
contribute to a seamless user experience, highlighting 
the system's potential for real-world applications. 
However, further research and refinement may be 
necessary to address any potential challenges and 
enhance the system's overall performance. 
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